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Network Troubleshooting Info Night Outline

PART 1: Networking Overview (Terminology, Theory, Networking Concepts)

· Brief Overview of what a network is; components involved in a network (NICs, Hubs, Cabling, Routers).

To have a general understanding of networking, you must have a firm grasp of what a network is, as well as the terms used when describing this type of technology.

· Network (Defn): two or more computers connected together by a network medium so that they can exchange information and share resources.

· Network Interface Card (NIC): A PC adapter board that permits a computer to be attached to some sort of network medium.  It translates digital information into electrical signals for outgoing network communications, and translates incoming signals into their digital equivalent for delivery to the machine.

· Personal Computer Interface (PCI) – A 32-bit PC bus that offers higher performance and more sophisticated capabilities than the 16-bit ISA bus.
· Full-duplex vs. half duplex

Simplex: one-way communication.

Half-duplex: communication can go either way, but only one at a time.
Full-duplex: transmit in both directions at the same time, at different frequencies.

· 100Base-T4 – Uses Cat3 UTP cabling (~100m) – 10Base-T4(10-16Mbps) 100Base-T4 (100Mbps)

· 100Base-T/TX – Uses Cat5 UTP cabling (100m) – 100Mbps

· 100Base-FX – Uses two strands of multi-mode fiber; one for each direction at 100Mbps.  Distance of 2km.

· Network Medium (Cabling): The cable, whether metallic (copper) or fiber optic, that links computers on a network.  This term is also used to describe frequencies used in wireless network communications.

· Unshielded Twisted Pair (UTP) Cat-5 Cabling (Ethernet, Fast Ethernet). RJ45, 100metres; 100Mbps.

· Fiber Optic Cabling (FDDI). Data transferred by laser or light-emitting diode (LED) transmitter that sends one-way light pulses through the center glass fiber.  Signal is received at the other end by a photodiode receiver that converts the light pulses to an electrical signal that the receiving computer can use. 100Mbps to 2Gbps.; distance up to 2km w/o repeater.

· Hub: a hardware device operating at the OSI Physical layer that acts as a central connecting point and joins (concentrates) lines in a star network configuration (therefore also known as a concentrator or multi-port repeater).  There are three main types of hubs: passive, active, and intelligent.  Passive hubs, which don’t require power, act merely as a physical connection point, adding nothing to the signals that pass through.  Active hubs (also known as multi-port repeaters), on the other hand, require power, which they use to regenerate and strengthen signals passing through them.  Intelligent hubs can provide services such as packet switching and traffic routing.

Shared hub – passive and active hubs are shared hubs; all the incoming lines (or at least all the lines arriving at one plug-in card) are logically connected, forming a single collision domain.  Each signal is broadcast to all computers connected to the hub.

Switched hub – intelligent hubs are switched hubs; each incoming frame is buffered on a plug-in line card.  All stations can transmit (and receive) at the same time, greatly improving the total bandwidth of the system, often by an order of magnitude or more.  It does this by providing network management and intelligent path selection in addition to signal regeneration.

· Router: A router is a networking connectivity device that works at the OSI Network layer, and can link two or more network segments (or subnets).  It uses the network address information found in the Network layer area of the data packet.  After obtaining this address information, the router uses a routing table of network addresses to determine where to forward the packet.  There are two types of routers: static (addresses added manually) and dynamic (contains constantly updated information on possible routes through the network, as well as information on bottlenecks and link outages).  The term “router” can refer to a piece of electronic hardware designed specifically for routing; it can also mean a computer (equipped with a routing table) that is attached to different network segments through multiple NICs (A multi-homed host), and can therefore fulfill a routing function between the linked segments.

· Types of Networks (LAN, WAN, MAN); Network Models Client/Server, Peer-to-Peer, Hybrid, 3-tier.

· Client/Server: A computing model in which certain computers, called clients, request services and other computers, called servers respond to these client requests.  Also referred to as a server-based network.  Also referred to as a 2-tiered network (2 tiers – client and server).
· Peer-to-Peer network: A type of network in which all connected computers can be a client and/or a server to other computers on the network.  Also referred to as a Workgroup.
· Hybrid Network: A network that combines the principles of client/server and peer-to-peer networking.
· 3-Tiered Network: This is a network with Client/Server principles, but also has a third system (a middle system, with middleware installed).  This middleware is the go-between from the client (what makes the requests) and the server (what returns the responses).  The middleware is object-based (e.g. CORBA – Common Object Request Broker Architecture) which passes objects back and forth passing along information.  Araxi/CWR offers a 3-tiered configuration for one of it’s configurations (Araxi configuration from 1 system to n systems).  Note that a Client/Server network is also referred to as 2-tiered.
· N-Tiered Network: Network with basic 3 tiers, but with extra servers attached as well; used to further distribute functions on the network.  Can isolate and distribute functions (print server, file server, application server, etc.), as well as provide for server clustering (having extra servers set up that share common databases, etc., so that if one server fails, another can take over – provides extra redundancy and robustness for mission-critical servers that can’t afford to go down).
· Local Area Network (LAN): A collection of computers and other connected devices that fit within the scope of a single physical network (generally within a small physical region, such as an office building).  LANs provide the building blocks for internetworks and WANs.
· Metropolitan Area Network (MAN): A network that makes use of WAN technologies to interconnect LANs within a specific geographical region, such as a city.
· Wide Area Network (WAN): A collection of interconnected networks in which a third-party communications carrier is used to transmit communications between networks.
· Network Topologies (Bus, Ring, Star, Mesh, Hybrid, AppleTalk, FDDI)

[image: image1.png]


[image: image2.png]



Bus: 







Star:
· ThinNet (10Base2) & ThickNet (10Base5) coax cabling
-   central hub

· Termination to prevent bounce back & forth signals

-   only 1 Xmits at any time

· Easiest to implement




     (CSMA/CD)

· One goes down, all go down




-    both send at same time – 

      collision – retransmit

-     more robust, scalable

· more cabling; possible hub  

· failures can bring down network

[image: image3.png]


[image: image4.png]



Ring:







Mesh:
· Token Ring/FDDI





- fault tolerant

· Token passed to tell when to transmit data


- more cabling

· One goes down, all go down




- not scalable

[image: image5.png]L




[image: image6.png]
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Hybrid Star Ring:

· Functions like Ring, but physical Star config

AppleTalk
AppleTalk is the name of the networking method used by Apple Macintosh computers. The cabling system for an AppleTalk network is called LocalTalk (Note: Ethertalk uses standard Cat5 UTP cabling, same as Ethernet).  LocalTalk uses a network media-access method called Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA), which is similar to the Ethernet CSMA/CD method. The major difference between the two methods is that in CSMA/CA, the computer actually broadcasts a warning packet before it begins transmitting on the wire. This packet eliminates almost all collisions on the network because each computer on the network does not attempt to broadcast when another computer sends the warning packet. The major drawback of trying to avoid network collisions is that the network traffic is high due to the broadcasting of the intent to send a message.

AppleTalk also differs from other networking implementations in that it has a dynamic network addressing scheme. During bootup, the AppleTalk card broadcasts a random number on the network as its card address. If no other computer has claimed that address, the broadcasting computer configures the address as its own. If there is a conflict with another computer, the computer will try to use different IP combinations until it finds a working configuration.
FDDI
The Fiber Distributed Data Interface (FDDI) is another networking standard to consider.  FDDI uses fiber cable and a token-passing media-access mechanism to create a fast and reliable network.  FDDI networks are wired as true rings and do not use hubs.  Speeds of FDDI rings can be up to 100 Mbps and include 500 nodes over a distance of 100 kilometers (62 miles).

FDDI rings have the ability to implement priority levels in token passing.  For instance, a mission-critical server may be given a higher priority than other computers on the network, which would allow it to pass more data frames on the network than the other machines.

FDDI rings can be implemented with two rings: a primary and a secondary ring. All data is transmitted on the primary ring, while the secondary ring provides fault tolerance. If there is a break in the primary ring, the secondary ring can be used to compensate for the cable break. Data is actually passed in the opposite direction on the secondary ring so that the cable break does not stop the ring’s communications.

· OSI Reference Model & Network Protocols, Ethernet IEE 802 Specification, TCP/IP (CSMA/CD – Ethernet, ICMP, TCP, UDP, IP, ARP, WINS, DNS, FTP, NetBEUI, AppleTalk, IPX/SPX).
· Network Protocol – The set of rules used for communicating across a network.  A common protocol is required for any two networked devices to be able to communicate successfully.

· OSI (Open Systems Interconnection) Reference Model – OSI standard 7498, developed in 1978 (revised in 1984), which defines a frame of reference for understanding and implementing networks that breaks the process down into seven layers.  This model is theoretical in nature.

Application Layer – Provides a set of interfaces for applications to use to gain access to networked services.

Presentation Layer – Converts data into generic format for network transmission; for incoming messages, it converts data from this format into a format that the receiving application can understand.  In a way it’s like a translator for network traffic.

Session Layer – Enables two parties to hold ongoing communications – called sessions – across a network.

Transport Layer – Manages the transmission of data across a network.  It does this by segmenting the streams of data into chunks that adhere to a maximum packet size for the networking medium in use.  This layer also provides error checks to guarantee error-free data delivery.  It also provides acknowledgement of successful transmissions and is responsible for requesting retransmission if some packets do not arrive error-free.

Network Layer – Handles addressing messages for delivery, as well as translates logical network addresses and names into their physical counterparts.  This layer also decides how to route transmissions between computers, as well as network congestion control.

Data Link Layer – Sends special data frames from the Network layer to the Physical layer.  At the receiving end, this layer packages raw data from the Physical layer into data frames for delivery to the Network layer.  A data frame is the basic unit for network traffic as data is sent across the network medium; the data frame is a highly structured format in which data from the upper layers is placed for transmission, and from which data is extracted upon receipt and passed on to the upper layers.

Physical Layer – Converts bits into signals for outgoing messages, and signals into bits for incoming messages.  The Physical layer manages the interface between a computer and the network medium, and instructs the driver software and the network interface as to what needs to be sent across the medium.

Header/Trailer
Unit
OSI Layer Function
OSI Layer
Protocols

H
APDU
Initiates a request or accepts a request
7. Application Layer
FTP, SMTP, SNMP

H
PPDU
Adds formatting, display, and encryption information to the packet
6. Presentation Layer


H
SPDU
Adds traffic flow information to determine when the packet gets sent
5. Session Layer


H
TPDU
Adds error-handling information
4. Transport Layer
TCP, ATP, SPX, NetBIOS/NetBeui

H
Packet
Sequencing and address information is added to the packet; Routing is at this level
3. Network Layer
IP, DDP, IPX, NetBeui

H & T
Frame
Adds error-checking information and prepares data for going on to the physical connection; this level handles the network drivers and LAN drivers.
2. Data Link Layer
Logical Link Control (LLC) – LAN drivers

--------------------------Media Access Control (MAC) – network drivers

N/A
Bit
Packet sent as a bit stream; hubs operate at this level
1. Physical Layer


Table: The OSI model separates networking functions into several layers; to the right of this table are the corresponding protocols that use these layers.

· IEE 802 Specification – A series of standards created by the Institute of Electrical and Electronics Engineers that standardized network communications.

Added and defined standards for the physical components of a network – Network Interface Cards (NICs) and network media, also accounted for in the Physical and Data Link layers of the OSI model.  The 802 specs defined how network adapters access and transmit information over the network cable.  They did this by breaking the Data Link layer into the following sublayers:

· Logical Link Control (LLC) – For error correction and flow control; defined Service Access Points (SAPs) that other computers can use to transfer info from the LLC sublayer to the upper OSI layers.  IEE 802.2 Specification.

· Media Access Control (MAC) – For access control (NIC drivers, etc.); provides shared access for multiple NICs with the Physical layer.  The MAC has direct communication with a computer’s NIC and is responsible for ensuring error-free data transmission between computers on a network.  IEEE 802.3-802.5 Specifications.

· Ethernet – A networking technology developed in the early 1970s that is governed by the IEEE specifications (802.3 – Carrier-Sense Multiple Access with Collision Detection (CSMA/CD) LANs (Ethernet).  It is one of the most popular types of networking technology in use today.  This was added to define how more than one computer can access the network without causing interference with other computers on the network.

Up And Down The Protocol Stack

In general, most protocols follow the guidelines established by the OSI model. A protocol suite, also called a stack, is a combination of protocols that work together to achieve network communication. These protocol suites are generally broken up into three sections that map to the OSI model: network, transport, and application. Because each layer performs a specific function and has its own rules, a protocol stack often has a different protocol for each of these layers.  To see where each protocol lies within the OSI model, please refer to OSI Reference Model figure.

Network Protocols

Network protocols provide the following services: addressing and routing information, error checking, requesting retransmissions, and establishing rules for communicating in a particular networking environment. These services are also called link services. Some popular network protocols are:

DDP (Delivery Datagram Protocol) Apple’s data network protocol that is used in AppleTalk

IP (Internet Protocol) Part of the TCP/IP protocol suite that provides addressing and routing information.

IPX (Internetwork Packet Exchange) and NWLink Novell’s NetWare protocol (and Microsoft’s implementation of this protocol, respectively) used for packet routing and forwarding.

NetBEUI Developed by IBM and Microsoft, it provides transport services for NetBIOS.

Transport Protocols

In addition, protocol suites also contain transport protocols, which are responsible for ensuring reliable data delivery between computers. Some popular transport protocols are:

ATP (AppleTalk Transaction Protocol) and NBP (Name Binding Protocol) AppleTalk’s session and data transport protocols.

NetBIOS/NetBEUI NetBIOS establishes and manages communications between computers; NetBEUI provides data transport services for that communication.

SPX (Sequenced Packet Exchange) and NWLink Novell’s connection-oriented protocol that is used to guarantee data delivery (and Microsoft’s implementation of this protocol).

TCP (Transmission Control Protocol) The portion of the TCP/IP protocol suite that is responsible for reliable delivery of data.

UDP (User Datagram Protocol) The portion of the TCP/IP protocol suite that is responsible for unreliable delivery of data (however faster and more efficient).

Application Protocols

Finally, there are application protocols, which are responsible for application-to-application services. Some popular application protocols are:

FTP (File Transfer Protocol) Another member of the TCP/IP protocol suite that is used to provide file transfer services.

NCP (NetWare Core Protocol) Novell’s client shells and redirectors.

SMTP (Simple Mail Transport Protocol) A member of the TCP/IP protocol suite that is responsible for transferring email.

SNMP (Simple Network Management Protocol) A TCP/IP protocol that is used to manage and monitor network devices.

Protocols

As already mentioned, computers must agree on a protocol to be used for any type of communication to take place. The following sections provide more detail on the more common protocols in use today.

NetBEUI (NetBIOS Enhanced User Interface)

NetBEUI is a simple network layer transport protocol that was developed to support NetBIOS networks. Like NetBIOS, NetBEUI is not routable. NetBEUI is the fastest transport protocol available to NT. It’s great for fast transmission, but is not usable across routed networks. Benefits of NetBEUI include: speed, good error protection, ease of implementation, and low memory overhead. Some disadvantages are: it’s not routable, it has very little support for cross-platform applications, and it has very few troubleshooting tools available.

NetBIOS (Networked Basic Input/Output System)

NetBIOS Computer Names – Every Microsoft computer uses a computer name, also known as the NetBIOS computer name, of up to 15 characters.  These names are part of the OSI application layer interface to the network protocol stack on all networked Microsoft computers.  Networks that use the TCP/IP protocol must resolve (or translate) the computer name into an IP address before networked communications can occur.  The Windows Internet Name Service (WINS – eg. Computer mwerner) and/or the Domain Name Service (DNS) can be used to resolve computer names to their corresponding IP addresses (using FQDN – Fully Qualified Domain Name -  e.g. mwerner.creo.com).

TCP/IP

TCP/IP is the most widely used protocol suite in networking today. This is due in part to the vast growth of the global Internet.  It was developed in 1969, resulting from a Defense Advanced Research Projects Agency (DARPA) research project on network interconnection. DARPA developed TCP/IP to connect its research networks.  The combination of networks continued to grow across government agencies, universities, and corporations, and has evolved into the Internet.  TCP/IP is able to span wide areas and is very flexible. In addition, it provides cross-platform support, routing capabilities, as well as support for the Simple Network Management Protocol (SNMP), the Dynamic Host Configuration Protocol (DHCP), the Windows Internet Name Service (WINS), the Domain Name Service (DNS), and a host of other useful protocols. However, TCP/IP’s rich set of features are provided at the expense of additional overhead, which may make it too cumbersome for some networks or applications.

AppleTalk

It should come as no surprise that the AppleTalk protocol is used for communication with Macintosh computers. By enabling AppleTalk, you allow Mac clients to store and access files located on an NT Server, print to NT printers, and vice versa. An item of note: You must first install the NT Services For Macintosh before you can install AppleTalk. Also, Mac support

is only available from an NTFS partition.

DLC

Data Link Control – Used for printing to Hewlett-Packard printers connected directly to the network.  The HP printers use the DLC protocol because the received frames are easy to take apart and because DLC functionality can easily be coded into read-only memory (ROM).  DLC needs to be installed only on those network machines that perform these two tasks, such as a print server sending data to a network HP printer.  Client computers sending print jobs to the network printer do not need the DLC protocol; only the print server communicating directly with the printer needs the DLC protocol installed.

ICMP – Internet Control Message Protocol – A TCP/IP protocol used to send information and error messages (used in the PING command).

ARP – Address Resolution Protocol – A protocol in the TCP/IP suite used to associate logical addresses to physical addresses.  The ARP command also checks the arp cache to see that there isn’t another adapter on the network that has the same IP address as the one your arping from.

PART II: TROUBLESHOOTING

When a network problem occurs on a customer’s network large or small, there are some simple strategies to apply to troubleshoot the problem.  Strategies like staying calm, thinking logically, and the good ol’ process of elimination still apply.  Lots of network problems can be grouped into categories.  It’s important to understand these different categories, and then work deductively through them until the culprit’s exposed.  Many Microsoft TCP/IP-related problems can be grouped into the following categories:

SOURCE CATEGORY
TYPICAL ASSOCIATED PROBLEMS
Hardware
New system or network component added that isn’t compatible or configured properly for the rest of the network, causing connection or performance problems.

Configuration
If your network configuration is incorrect, it can result in one or more services not starting when you bring up your NT Server.

IP Addressing
The host can hang when trying to communicate with other hosts.  This could be caused by the existence of an improper subnet address or duplicate IP address.  Windows NT will give you a pop-up message if there are duplicate IP addresses on your network.

Subnet Addressing
Related to the above, if your host has an improper subnet address assigned to it, it may not be able to talk to other local or remote hosts.

Resolution
You can ping a host with an IP address, or connect to a network drive using a host’s IP address, but you cannot otherwise establish or maintain a connection.

Troubleshooting Techniques – Questions to Ask

Question the Users

Users can be very helpful in collecting information if they are questioned correctly.  You need to ask: What is the network doing that makes the user think it is not performing correctly?  Other user observations that can be clues are:

· “The network is really slow.”

· “I cannot connect to the server.”

· “I was connected to the server but I lost the connection.”

· “One of my applications will not run.”

· “I cannot print.”

General Questions to Ask

In general, it is best to begin with a series of standard questions.

1. “Did it ever work correctly?”  - This should be the first question you ask; this determines if this is a new installation, etc. or if it is something that was working before but all-of-a-sudden isn’t now.

2. “When did it last perform satisfactorily?”  - This will give you an idea of the time-frame of when the problems started to occur.

3. “What has changed since then?”  - This can either be software or hardware changes; it can include any software configuration changes to the network (changing IP addresses on some machines in the network, adding/upgrading software on the system in question or another system on the network, etc.), as well as any hardware changes (new network adapter card installed, new system added to the network, etc).

4. “What works/What doesn’t work?”  - This can give you an idea if the problem is isolated to one particular system, or multiple systems on the network.

5. “How are these items related?” – Has a new piece of network software or hardware or network change possibly changed the configuration or functionality of other machine(s)?

6. “Whom and what has this problem affected?” – Is this problem only affecting the Creo Server(s), or are the Macintosh clients and other PCs or other computers on the network also affected?

Specific Questions to Ask

After taking the user’s initial comments into account and asking the above set of general questions, you need to develop a series of either/or, yes/no questions to help isolate the problem.  For example:

· Were many users affected or only one, or were users affected randomly?

· Is the whole network down or just one computer?

· Was the problem there before the upgrade?

· Does the problem occur constantly or is it intermittent?

· Does the problem appear with all applications or only one?

· Is this problem similar to a previous problem?

· Are there new users and/or new computer systems on the network?

· Is there new equipment on the network?

· Was a new application installed before the problem occurred?

· Has any of the equipment been moved lately?

· Which vendor’s products were involved?

· Is there a pattern among certain vendors and certain components such as cards, hubs, disk drives, software, or network operating software?

· Has anyone else attempted to fix the problem?

Other areas the network administrator or support engineer should consider include:

· Versions of applications, operating systems, or other software.

· Reconfigurations of network components or the network operating system.

As a support engineer you will become familiar with customer’s network components and applications and know where to look first for possible causes.

Troubleshooting Overview – What Most Problems Tend To Be
Software/Configuration – 100BaseT Half/Full Duplex issues; card/hub set to Autosense; printer/proofer setup; drive mapping problem (not persistent mapping, lost the drive mapping, etc.); Mac Volume problems (Jumping folders – HotFix – corrupt indexes; MacZap/re-create Mac Volume).

IP Addressing/Subnet Addressing – improper IP address or subnet given.

Hardware – Hub or port failing – reset hub or move connection to different port; replace Adapter (not so likely)

Performance – network slow – related to software/configuration; hardware; volume; other factors (other network software installed or other network hardware installed).

Usually something is added/changed which has an adverse affect on the network – first check what has changed to cause the current problems!

Troubleshooting Process/Procedure

What to Check First – The Five-Step Method:

  Network troubleshooting shares a lot of the same principles as the scientific method: A five-step, structured approach will usually lead to problem resolution.

1. Set the problem’s priority by determining its impact.  In most situations, you will be fighting many fires at once.

2. Collect as much information as possible about the obvious as well as the not so obvious.

3. Question users, employ all the available tools, and turn to special resources for help.

4. Next, develop a list of all possible causes and conduct tests to isolate them.

Finally, identify the solution by process of elimination.

· Troubleshooting Hardware Problems
Cabling – swap out the cable if suspect; crossed vs. uncrossed cabling.

NICs – swap out the NIC (if possible) to determine if the Network adapter is failing; check adapter configuration settings and hub settings first (last resort to swap out NIC; first do everything else).  Also try re-installing the network driver (off WFS disk or NT4 SP3) or re-applying NT4 SP3(Creo).

· DEC – DE500 (100BaseT) 

· 3COM -- 3C980? (CWR?) – 100BaseT

· Intel -- EtherExpress Pro 10/100 8557? – 100BaseT

· DEC – DEFPA-BA – Fiber (FDDI)

· DEC -- DEFPA-UA – Copper (CDDI)

Hubs – if all network connections dropping at once, check hub settings; and possible reset the hub.  Also check and make sure that it is a switched hub, ports set to 100BaseT half/full duplex and not autosense.

· Troubleshooting Software and Configuration Problems
· Network Configuration – Network Control Panel – check adapter settings (100BaseT Half/Full duplex); proper driver loaded (most likely); check protocol settings, bindings, and services.  Re-apply NT4 SP3(Creo) if in doubt.

· Full-duplex vs. half duplex

Simplex: one-way communication.

Half-duplex: communication can go either way, but only one at a time.


Benefits: More bandwidth for one-way communication.


Costs: more setup time involved for each communication sent; only one-way.

Summary: Recommended by Creo since you usually need high bandwidth for one-way communication (large files being sent from Mac Clients to CreoServer/PlateMaster and CreoServer/PlateMaster to Allegro Workstation).

Full-duplex: transmit in both directions at the same time, at different frequencies.

Benefits: Faster send times and better network flow for two-way communication (send and receive between machines at same time).

Costs: Two signals on same wire at different frequencies; not as much bandwidth as a result for one-way communication.

Summary: Works for some customers, but not for all.

Half vs. Full Duplex Summary: The customer will usually want to try both to see what they get best performance with for their workflow; usually half duplex is safest (full duplex may cause performance problems); generally both work out to be the same though in the end in terms of performance.  Also, make sure to update hub settings as well if applicable.

· 100Base-T4 – Uses Cat3-4 UTP cabling (~100m) – 10Base-T4(10-16Mbps) 100Base-T4 (100Mbps)

· 100Base-T/TX – Uses Cat5 UTP cabling (100m) – 100Mbps

· 100Base-FX – Uses two strands of multi-mode fiber; one for each direction at 100Mbps.  Distance of 2km.

· Bindings – adapter placed on top (in bindings list) of protocols used most (TCP/IP, NetBeui, etc.).

· NIC driver – WFS disk (DE500 & FDDI - Rev V29 folders on Service CD\WFS disk).

· Drive Mapping – NET USE, SUBST (SUBST J: T:\Pmaster1.2\Jobs), FileManager/NT Explorer; Persistent Mapping option should be checked.

· UNC Pathnames – NOT the same as drive mapping!  Persistent Drive mapping should be used!
· Redirectors (Network Neighborhood) – redirector is networking s/w that accepts I/O requests for remote files, named pipes, or mail slots & then sends (redirects) them to a network service on another computer.
· NetBIOS/Computer Name (15 chars or less; no spaces or weird chars).

· Services for Macintosh/AppleTalk – Zones; Services (File & Print Services); Control Panel

· NT Event Viewer

· Registry – location for NIC
· Windows NT Diagnostics

· Performance Monitor w/ network objects

· Printing – DLC protocol, used for setting up HP printers – a lot faster than other protocols for HP printing.
· RAS – RAS settings
· TCP/IP – ipconfig /all, ping, netstat –s, arp –a, net statistics <server>, net use, net view, route, tracert <ip addr>, nbtstat –c (NetBIOS name cache); ServInfo.
Troubleshooting TCP/IP Problems

· IP Addressing

Understanding IP Addressing
To receive and deliver packets successfully between computers, TCP/IP requires that three values be provided by the network administrator: an IP address, a subnet mask, and a default gateway (router).

Note: Users running WinNT on networks with DHCP servers can take advantage of automatic IP address allocation and do not need to manually configure these TCP/IP values.

IP Addresses
Every device attached to a TCP/IP network is identified by a unique IP address. (If a computer has multiple network adapters – a multi-homed host, each adapter will have its own IP address – on it’s own subnet).  This address is typically represented in dotted-decimal notation, that is, with the decimal value of each octet (eight bits, or one byte) of the address separated by a period.  Here is a sample IP address:

138.57.7.27

Important: Because IP addresses identify devices on a network, each device on the network must be assigned a unique IP address.

Network ID and Host ID
Although an IP address is a single value, it contains two pieces of information: the network ID and the host ID of your computer.

· The network ID identifies the systems that are located on the same physical network.  All systems on the same physical network must have the same network ID, and the network ID must be unique to the internetwork.

· The host ID identifies a workstation, server, router, or other TCP/IP device within a network.  The address for each device must be unique to the network ID.

A computer connected to a TCP/IP network uses the network ID and host ID to determine which packets it should receive or ignore and to determine the scope of its transmissions. (Only computers with the same network ID accept each other’s IP-level broadcast messages).

After receiving a network ID, the local network administrator must assign unique host IDs for computers within the local network.  Although private networks not connected to the Internet can use their own network identifier, obtaining a valid network ID from InterNIC (Internet Network Information Center) allows a private network to connect to the Internet in the future without reassigning addresses.  IP addresses can also usually be obtained from an ISP (Internet Service Provider).

The Internet community has defined address classes to accommodate networks of varying sizes.  The address class can be discerned from the first octet of an IP address.  The following Table summarizes the relationship between the first octet of a given address and its network ID and host ID fields.  It also identifies the total number of network Ids and host Ids for each address class that participates in the Internet addressing scheme.  This example uses w.x.y.z to designate the bytes of the IP address.

Table – IP Address Classes
Class  w values1,2  Network ID
 Host ID  Available Networks 
 Available hosts per network

A
1-126

w
  x, y, z

126


16,777,214

B
128-191
w,x
  y,z

16,384


65,534

C
192-223
w,x,y
   z

2,097,151

254

1Inclusive range for the first octet in the IP address.

2 The address 127 is reserved for loopback testing and interprocesses communication on the local computer; it is not a valid network address.  Addresses 224 and above are reserved for special protocols (Internet Group Management Protocol, multicast and others) and cannot be used as host addresses. Also addresses 0.0.0.0 and 255.255.255.255 are reserved for broadcasting.

Subnet Masks
Subnet masks are 32-bit values that allow the recipient of IP packets to distinguish the network ID portion of the IP address from the host ID.  Subnet masks are created by assigning 1’s to network ID bits and 0’s to host ID bits.  The 32-bit value is then converted to dotted-decimal notation, as shown in the following table:

Table – Default Subnet Masks for Standard IP Address Classes
Address Class

Bits for subnet mask



Subnet mask

Class A


11111111 00000000 00000000 00000000
255.0.0.0

Class B


11111111 11111111 00000000 00000000
255.255.0.0

Class C


11111111 11111111 11111111 00000000
255.255.255.0

For example, when the IP address is 138.57.7.27 and the subnet mask is 255.255.0.0, the network ID is 138.57 and the host ID is 7.27.

Because the class of a host is easily determined configuring a host with a subnet mask might seem redundant.  But subnet masks are also used to further segment an assigned network ID among several local networks.  Sometimes only portions of an octet need to be segmented using only a few bits to specify subnet IDs (sub-subnetting).

Important – To prevent addressing and routing problems, all computers on a logical network must use the same subnet mask and network ID.

IP Routing
TCP/IP networks are interconnected by routers, which are devices that pass IP packets from one network to another.

For each computer on an IP network, you can maintain a table with an entry for every other computer or network with which the local computer communicates.  In general, this is not practical, and the default gateway (router) is used instead.  (The default gateway is a computer connected to the local subnet and to other networks.  It has knowledge of the network Ids for other networks in the internetwork and how to reach them. It is needed only for computers that are part of an internetwork).

When IP prepares to send a packet, it inserts the local (source) IP address and the destination address of the packet in the IP header.  It then examines the destination address, compares it to the locally maintained route table, and takes appropriate action based on what it finds.  There are three possible actions:

· It can pass the packet up to a protocol layer above IP on the local host.

· It can be forwarded through one of the locally attached network adapters (via IP forwarding enabled checkbox in Windows NT multi-homed hosts).

· It can be discarded.

The search for a match of the destination address in the route table proceeds from the specific to the general in the following order:

· The table is examined for an exact match (host route).

· The host portion is stripped from the destination address, and the table is examined for a match (subnet route).

· The subnet portion is stripped from the destination address, and the table is examined for a match (network route).

· The default gateway is used.

· If a default gateway has not been specified, the packet is discarded.

Because the default gateway contains information about the network IDs of the other networks in the internetwork, it can forward the packet to other routers until the packet is eventually delivered to a router connected to the specified destination.  This process is known as routing.

Note: If the default gateway becomes unavailable, communication beyond the local subnet can be impaired.  To prevent this, use the Network Control Panel to specify multiple default gateways, or use the route utility to manually add routes to the route table for heavily used systems or networks.

IPCONFIG
· Displays current TCP/IP settings (IP Address, Subnet Mask, Gateway Address).

· /ALL – verbose display of TCP/IP settings (incl. Adapter settings, DHCP, WINS, DNS, etc.).

PING

· Used to test TCP/IP connectivity, it sends an ICMP packet (Internet Control Messaging Protocol) to the IP address specified.  If the destination host receives the request from the sender, the destination host sends back a “reply” to say that a TCP/IP connection is made.  If you can ping another host, this proves you can communicate with it and that TCP/IP is configured correctly.  If there is no “reply” – i.e. if it gives a message “Request Timed Out” – then you either don’t have TCP/IP configured correctly, or there is a hardware problem (NIC, cable, hub, or router).

Procedure:

1. First ping the localhost – i.e. ping 127.0.0.1 – this performs a loopback (goes up and down the protocol stack) to make sure that TCP/IP is configured correctly (all proper protocols installed and functioning correctly).

2. Next ping machine you want to check communication with – i.e. ping <IP Address>
This will send an ICMP (Internet Control Message Protocol) packet out which is used to handle errors and control messages at the IP layer, and will tell you if that system can “see” the other system and communicate with it via TCP/IP.

Multi-homed Host Addressing
Applies to: Systems with more than one network adapter card installed; or a system with a multi-port network adapter card installed.

Keys:

· check the adapter bindings settings – make sure that the proper protocols are bound to the appropriate card(s).

· IP Addressing – each card should have a unique IP address; as well each card should be on its own subnet.  

· In general, for Class C networks, the addresses should be:

· w.x.y1.z for the first card, 

· w.x.y2.z for the second card, etc.

- Subnet Mask – along with the IP addressing, make sure you modify the subnet mask appropriately to un-mask the subnet address: 255.255.0.0 in the above example.

NT Event Viewer
NT Event Viewer will often display messages if there are any TCP/IP or network adapter card configuration problems; it will display an Error in the event log for instance if there is:

· a duplicate IP address on the network, 

· if the driver isn’t functioning properly, or 

· if there’s a hardware problem with the network adapter.

· Troubleshooting Performance Problems

Performance Monitor & Network Monitor

Finding Network Bottlenecks

While monitoring the network, a number of different objects and counters can be monitored, such as server, redirector, network segment, and protocols. Determining which ones to monitor depends upon the environment. Below are commonly monitored counters. Use them to form an overall picture of how the network is being used and to help in attempts to uncover bottlenecks.

Server: Bytes Total/sec—This is the number of bytes the server has sent and received over the network. It indicates how busy the server is for transmission and reception of data.

Network Segment: % Network utilization—This is the percentage of the network bandwidth in use for the local network segment. This can be used to monitor the effect of different network operations on the network, such as user logon validation or domain account synchronization.

Note   The Network Segment counters are added when the Network Monitor Agent is added through Network Services in Control Panel on an NT Server system. When Performance Monitor is actively monitoring Network Segment counters, it places the adapter card into promiscuous mode. While in promiscuous mode, the network adapter card accepts and processes all network traffic, not just traffic destined for itself. This should only be done occasionally and not left for extended periods, as the processing of all network traffic will affect the performance of the system running the Network Monitor Agent software.

Network Interface: Bytes Sent/sec—This is the number of bytes sent using this network adapter card.

Network Interface: Bytes Total/sec—This is the number of bytes sent and received using this network adapter card.

Note: The Network Interface counters are added to a TCP/IP host when the SNMP Service is added. These may be added using the Network services in Control Panel.


Counter
Acceptable 
average range
Desire high or low value

Action



Bytes Total/sec
Function of number of NICs and protocols used.
High
Further analysis to determine cause of problem. Add another adapter.

Logon/sec
Not applicable
High
If logon validation is not completed, add additional domain controllers.

Logons Total
Not applicable
High
If logon validation is not completed, add additional domain controllers.

Network Segment: 
% Network Use
Generally lower than 30%, though switched networks can achieve higher use.
Low
Segment the network.
Limit the protocols in use.

Network Interface: 
Bytes Sent/sec
Function of NIC and protocol or protocols.
High
Upgrade network adapter/physical network.

Network Interface:
Bytes Total/sec
Function of NIC and protocol or protocols.
High
Upgrade network adapter/physical network.

By viewing the above counters, it is possible to view the amount of activity on the server for logon requests and data access. If by monitoring these or other counters, the network subsystem is determined to be a bottleneck, numerous actions can help alleviate the bottleneck. These actions include the following:

Improve the hardware of the server by:

Adding an additional network adapter.

Upgrading to a better performing adapter.

Upgrading to better performing routers and bridges.

Add more servers to the network, thereby distributing the processing load.

Check and improve the physical layer components, such as routers.

Segment the network to isolate traffic to appropriate segments.


Monitoring Network Protocols
In addition to objects and counters, it is also important to monitor how network protocols affect the network; protocols affect the number of broadcast datagrams being generated and the number of retransmissions occurring. By monitoring appropriate counters for the protocols in the environment, a clear picture of the use of the network bandwidth in the protocol is determined.

NetBEUI and NWLink

Both NetBEUI and NWLink have similar counters. The following are three common counters for monitoring:

Bytes Total/sec—This is the total number of bytes sent in frames (data packets) and datagrams (such as broadcasts and acknowledgments).

Datagrams/sec—The number of non-guaranteed datagrams (broadcasts and acknowledgments) sent and received on the network.

Frames/sec—The number of data packets that have been sent and received on the network.


Counter
Acceptable
average range
Desire high or low value

Action



Bytes Total/sec
Function of number of NICs and activity
High
Upgrade NIC; add additional NIC.

Datagrams/sec
Function of activity
High
Monitor process to determine if causing excessive datagrams.

Frames/sec
Function of activity
High
Reduce broadcast traffic.

TCP/IP

TCP/IP counters are added to a system when the TCP/IP protocol has been installed, and the SNMP Service has been installed. The SNMP Service contains the following objects and counters for TCP/IP related protocols:

TCP Segments/sec—The number of TCP segments (frames) that are sent and received over the network.

TCP Segments Re-translated/sec—The number of frames (segments) that are re-translated on the network.

UDP Datagrams/sec—The number of UDP datagrams (such as broadcasts) that are sent and received.

Network Interface: Output Queue Length—The length of the output packet queue (in packets). Generally, a queue longer than two indicates congestion, and analysis of the network structure to determine the cause is necessary.


Counter
Acceptable 
average range
Desire high or low value

Action



TCP Segments/sec
Function of activity
High
Reduce broadcast traffic.
Segment network.

TCP Segments 
Re-translated
Not applicable
Low
Upgrade physical hardware.
Segment network.

UDP Datagrams/sec
Function of activity
Low
Reduce broadcasts.

Network Interface:
Output Queue Length
Less than two
Low
Upgrade NIC, add additional NIC, verify physical network components.

Other Components Involved in Performance
CPU, RAM, DISK, I/O, etc.  – these variables all contribute (along with the network) to perceived performance.

Other notes:

COPIES FAIL:
· If a network file transfer or copy fails, you should check and make sure that the receiving end has enough disk space to store the file being copied.

NEW HARDWARE/SOFTWARE ADDED:
· Either a new system is added spewing network packets or a new piece of network software is added (e.g. LAN Virus application INOCULAN) that slows the network down considerably – remove it!

Other performance issues: Please consult the Microsoft Document:

 “Performance and Optimization – Parts I and II” on the Creo Intranet for more information.

PART III: Networking in the Creo Workflow
Creo Network Specifications Document

http://intranet.creo.com/sapphire/72/2071A/C/72-2071A-C-SP01.doc
PlateMaster

· Make sure PCP command line is configured properly either on PlateMaster server (push) or Allegro Workstation (pull).

OPI

· Library not visible on network/Images Not Found

· Disk label changed

· Remote server down

· Network problems

· Share name changed

· Folder structure changed

· Images missing from library

· Folder names changed

· Images renamed

· Some files on the server not visible from the Mac

· File Services for Macintosh on NT server are corrupt – re-create Mac volume

· Files not processed from NT print queues

· Queue paused in Output Manager

· Isqspool confused or not running

· Queue paused in NT Print Manager

· Spmake in infinite loop

Output Manager
· “No reply from server” message
· services not running on server
· S:\InterSep drive not mounted on workstation
· Network or server problem
· “Please locate Printers.lst” message
· First connection to server
· Services have never been started on the server
· S:\InterSep drive not mounted on the workstation
· Switching to different server
· MacShare of S:\InterSep has been renamed
· Network or server problem
OPI Services
· Services fail to start automatically/manually
· Services not installed (auto) or already running (manual)
· Remote folder not visible on network
· Services stop mysteriously after starting correctly
· Remote folder not accessible on network
Digital Blueline

· Printer not setup correctly – print test page; print notepad document to printer

· Dr. Watson – remove dblue.ini file; re-create templates in DBL; re-create printer definitions in Windows NT.

· Duplexing: Make sure duplexing unit installed on printer; check duplexing option on printer console; check Document Defaults section for printer properties (printer definition in Windows NT).

Overture

· Drive mappings

Trendserver

· Drive mappings

Allegro Workstation

· Make sure J: drive is mapped to T:\Pmaster1.2\Jobs (PlateMaster), or Jobs directory on CreoServer; also make sure that it is a persistent mapping.  Also, make sure PCP command line configured properly (if pulling files from PlateMaster).

Renaissance Scanner

· Scanner Quick Reference (drive mappings) sheet from Chris Joughin
