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Introduction

Introduction to Networking

Networking – A Definition

A network is a connection between at least two computers so that they can share resources, as well as swiftly and efficiently move information between them.  All networks are based on the concept of sharing and moving information from one computer to another (or many other) computers.  There’s actually a great deal of technology involved when one computer connects to and communicates with another.  In addition, there are many types of physical connections and related software to consider.

There are three basic types of physical networks:

1) LAN (Local Area Network): a collection of networked computers that reside within a small physical region, such as an office building; usually also limited to a relatively small number nodes on the network (usually <= 30 nodes).
2) WAN (Wide Area Network): can connect networks across regions or even the globe.  Links are usually made over telephone lines leased from the various telephone companies.  Most WANs are private and owned by the business that operates with them.  Recently, however, the Internet has emerged as both the largest and the least expensive WAN in the world.
3) MAN (Metropolitan Area Network): MANs use WAN technologies to interconnect LANs within a specific geographical region, such as a city.
In addition to these distinctions, a LAN, WAN, or MAN can be peer-to-peer networks, client/server networks, or hybrid networks (networks that make use of both client/server and peer-to-peer technologies):

1) Peer-to-Peer Networks: Computers on a peer-to-peer network can act as both a client and a server.  Because all computers on this type of network are peers, peer-to-peer networks have no centralized control over shared resources.  Also, every user on a peer-to-peer network is also a network administrator.  That is, each network user controls access to the resources that reside on his or her machine.  An example of a peer-to-peer network would be the Creo Response Centre.
2) Client/Server Networks: In simple terms, a server is a machine whose only function is to respond to client requests.  In general, a server is a combination of specialized software and hardware that provides services on a network to other computers (workstations) or to other processes.  
There are a number of reasons why server-based networks are implemented, including: centralized control over network resources, and control through the server’s configuration and setup.  Servers are also built to handle multiple requests for shared resources quickly and efficiently, and are scaleable (can be expanded to fit growing performance and resource requirements).  Servers are usually dedicated to servicing network client requests.

There are also negative aspects of server-based  networks: more expensive to manage and operate (more expensive hardware/software, more resources needed to manage servers); also, centralization of resources and control does simplify access, control, and aggregation of resources, but it also introduces a single point of failure on networks.  If the server is not operational, a server-based network is not a network at all.  On networks with more than one server, loss of any single server means a loss of all resources associated with that server.  Also, if the server that goes down is the only source of access control information for a certain set of users, those user’s can’t access the network, either.


3)   Hybrid networks: A combination of peer-to-peer and client-server technologies.
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Network Basics

Networking Protocols, Hardware, & Software

Network Protocols

The OSI Reference Model  
To enable networked communications, computers must be able to transmit data among one another.  Protocols, agreed-upon methods of communication, make this possible.  In 1978, ISO (International Standards Organization) released the OSI (Open Systems Interconnection) model to be a standard method for network communications.  All networks are based on the OSI reference model in one form or another.

The OSI model presents a layered approach to networking.  Each layer of the model handles a different portion of the communications process.  By separating such communications into layers, the OSI model simplified how network hardware and software work together, as well as eased troubleshooting woes by providing a specific method for how components should function.

Tip: Keep in mind that the OSI model is a completely conceptual reference.  Different protocol suites (TCP/IP, Appletalk, NetBeui, etc.) map to the model to provide network communications.

Learning the Layers

The OSI Reference Model divides networking into seven layers, as shown in the following figure 2.1.  These layers are briefly described as follows:

· Application layer Provides a set of interfaces for applications to use to gain access to networked services.  This layer also controls general network access, the transmission of data from sender to receiver (called flow control), and error recovery for applications when appropriate.  Applications include network file transfer (FTP), Internet browsers (HTTP), message handling, and database query processing.

· Presentation layer Converts data into a generic format for network transmission (also called the network’s translator); for incoming messages, it converts data from this format into a format that the receiving application can understand.  This layer is also responsible for protocol conversion, data encryption and decryption, and graphics commands.

· Session layer Enables two parties to hold ongoing communications – called sessions – across a network.  This layer manages session setup, information or message exchanges, and tear-down when the session ends.  It is also responsible for identification so that only designated parties can participate in the session.  The Session layer also furnishes synchronization services between tasks at each end of the session.  This layer places checkpoints in the data stream, so if communications fail, only data after the most recent checkpoint need be retransmitted.

· Transport layer Manages the transmission (and flow control) of data across a network.  It does this by segmenting long streams of data into chunks that adhere to a maximum packet size for the networking medium in use.  The layer also provides error checks to guarantee error-free data delivery, and resequences chunks back into the original data when it is received.  In addition, the Transport layer provides acknowledgement of successful transmissions and is responsible for requesting retransmission is some packets do not arrive error-free.

· Network layer Handles addressing messages for delivery, as well as translates logical network addresses and names into their physical counterparts.  This layer also decides how to route transmissions between computers.

· Data Link layer Sends special data frames into the Network layer to the Physical layer.  At the receiving end, this layer packages raw data from the Physical layer into data frames for delivery to the Network layer.  A data frame is the basic unit for network traffic as data is sent across the network medium; the data frame is a highly structured format in which data from the upper layers is placed for transmission, and from which data is extracted upon receipt and passed on to the upper layers.

· Physical layer Converts bits into signals for outgoing messages, and signals into bits for incoming messages.

Initiates a request or accepts a request
7. Application Layer
FTP, SMTP, SNMP

Adds formatting, display, and encryption information to the packet
6. Presentation Layer


Adds traffic flow information to determine when the packet gets sent
5. Session Layer


Adds error-handling information
4. Transport Layer
TCP, ATP, SPX, NetBIOS/NetBeui

Sequencing and address information is added to the packet
3. Network Layer
IP, DDP, IPX, NetBeui

Adds error-checking information and prepares data for going on to the physical connection
2. Data Link Layer
Logical Link Control (LLC)

---------------------------------------Media Access Control (MAC) – network drivers

Packet sent as a bit stream
1. Physical Layer


Figure 2.1  The OSI model separates networking functions into several layers; to the right of this table are the corresponding protocols that use these layers.

IEEE 802 Specifications

At roughly the same time the OSI model came to be, the IEEE published

the 802 specifications, which defined standards for the physical components

of a network. These components, namely Network Interface Cards

(NICs) and network media, are also accounted for in the Physical and Data

Link layers of the OSI model. The 802 specs defined how network adapters 

access and transmit information over the network cable.

The 802 spec actually expanded the OSI Reference Model.  This expansion is at the Physical and Data Link layers, which define how more than one computer can access the network without causing interference with other computers on the network. The 802 standards provide more detail at these layers by breaking the Data Link layer into the following sublayers:

ä Logical Link Control (LLC) For error correction and flow control

ä Media Access Control (MAC) For access control

The Logical Link sublayer (as defined by 802.2) controls data-link communication, 

and defines the use of logical interface points, called Service Access Points

(SAPs), that other computers can use to transfer information from the LLC sublayer to the upper OSI layers.

The Media Access Control sublayer provides shared access for multiple

NICs with the Physical layer. The MAC has direct communication with a

computer’s NIC and is responsible for ensuring error-free data transmission

between computers on a network.

This concludes the theoretical discussion of network models. In the following

section, we’ll discuss how protocol suites are mapped to this model

to provide networked communications.

Up And Down The Protocol Stack

In general, most protocols follow the guidelines established by the OSI

model. A protocol suite, also called a stack, is a combination of protocols

that work together to achieve network communication. These protocol suites

are generally broken up into three sections that map to the OSI model:

network, transport, and application. Because each layer performs a specific

function and has its own rules, a protocol stack often has a different protocol

for each of these layers.  To see where each protocol lies within the OSI model, please refer to Figure 2.1 (page 5).

Network Protocols

Network protocols provide the following services: addressing and routing

information, error checking, requesting retransmissions, and establishing

rules for communicating in a particular networking environment. These

services are also called link services. Some popular network protocols are:

ä DDP (Delivery Datagram Protocol) Apple’s data network protocol

that is used in AppleTalk

ä IP (Internet Protocol) Part of the TCP/IP protocol suite that

provides addressing and routing information

ä IPX (Internetwork Packet Exchange) and NWLink Novell’s

NetWare protocol (and Microsoft’s implementation of this protocol,

respectively) used for packet routing and forwarding

ä NetBEUI Developed by IBM and Microsoft, it provides transport

services for NetBIOS

Transport Protocols

In addition, protocol suites also contain transport protocols, which are

responsible for ensuring reliable data delivery between computers. Some

popular transport protocols are:

ä ATP (AppleTalk Transaction Protocol) and NBP (Name Binding

Protocol) AppleTalk’s session and data transport protocols

ä NetBIOS/NetBEUI NetBIOS establishes and manages communications

between computers; NetBEUI provides data transport services

for that communication

ä SPX (Sequenced Packet Exchange) and NWLink Novell’s connection-

oriented protocol that is used to guarantee data delivery (and

Microsoft’s implementation of this protocol)

ä TCP (Transmission Control Protocol) The portion of the TCP/IP

protocol suite that is responsible for reliable delivery of data.

Application Protocols

Finally, there are application protocols, which are responsible for application-

to-application services. Some popular application protocols are:

ä FTP (File Transfer Protocol) Another member of the TCP/IP

protocol suite that is used to provide file transfer services.

ä NCP (NetWare Core Protocol) Novell’s client shells and redirectors

ä SMTP (Simple Mail Transport Protocol) A member of the TCP/IP

protocol suite that is responsible for transferring email.

ä SNMP (Simple Network Management Protocol) A TCP/IP protocol

that is used to manage and monitor network devices.

That’s it for our discussion of how protocol suites map to the established

network standards. We now provide a more detailed look at the protocol

suites.

Protocols

As already mentioned, computers must agree on a protocol to be used for

any type of communication to take place. The following sections provide

more detail on the more common protocols in use today.

NetBEUI

NetBEUI is a simple network layer transport protocol that was developed

to support NetBIOS networks. Like NetBIOS, NetBEUI is not routable,

so it really has no place on an enterprise network (except they DO for our customers!). NetBEUI is the fastest transport protocol available to NT. It’s great for fast transmission, but is not usable across routed networks. Benefits of NetBEUI include: speed, good error protection, ease of implementation, and low memory overhead. Some disadvantages are: it’s not routable, it has very little support for cross-platform applications, and it has very few troubleshooting tools available.

TCP/IP

TCP/IP is the most widely used protocol suite in networking today. This is

due in part to the vast growth of the global Internet. TCP/IP is able to span

wide areas and is very flexible. In addition, it provides cross-platform support,

routing capabilities, as well as support for the Simple Network Management

Protocol (SNMP), the Dynamic Host Configuration Protocol (DHCP), the Windows Internet Name Service (WINS), the Domain Name Service (DNS), and a host of other useful protocols. However, TCP/IP’s rich set of features are provided at the expense of additional overhead, which may make it too cumbersome for some networks or applications.

AppleTalk

It should come as no surprise that the AppleTalk protocol is used for communication with Macintosh computers. By enabling AppleTalk, you allow

Mac clients to store and access files located on an NT Server, print to NT

printers, and vice versa. An item of note: You must first install the NT

Services For Macintosh before you can install AppleTalk. Also, Mac support

is only available from an NTFS partition.
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Cabling And Interfaces

At the most basic level of any network communications lies the medium by

which data is transmitted. For the purposes of data transmission, the term

“media” can include both cabling and wireless technologies. Physical cables are the most commonly used media for network connectivity.  The type of media you use in your network is a key consideration. 

Cable Types

There are several different cable types that are used in modern networks.

Size, cost, data transfer rates, minimum/maximum lengths, and ease of

installation vary for all of them. Various networking situations and requirements

may require distinctly different cable types. This section describes the uses and limitations of each type of cable.  Note: I will only discuss cabling types that are used by our customers (namely twisted pair and fiber optic cable) – cable types such as coaxial cable, thinnet, thicknet, etc. will not be covered in this section; you may consult a networking manual if you’re interested in finding out more about these cabling types.

Twisted-Pair Cable

Twisted-pair cable is a media type used in many network topologies,

including Ethernet. Twisted-pair cabling comes in two types: shielded and unshielded. Probably the most commonly used type of networking cable in North America, twisted-pair cabling was originally developed for use in telephone lines. A familiar example would be the cabling used to connect the telephone to the

wall jack—CAT1, two-pair, unshielded twisted-pair (UTP) cabling, also

known as “silver satin” cable. This is one type of twisted-pair cabling that

typically consists of two pairs of insulated copper wires, twisted around

each other, then enclosed within a plastic sheath. The twisting of the wires

around each other provides a degree of protection from crosstalk (we’ll cover

this shortly) and other types of outside interference.

Unshielded Twisted-Pair Cabling

Five types of UTP are available. They are referred to, in ascending quality

order, as CAT1 through CAT5. The higher category cables usually contain

more wire pairs, and these wires contain a higher number of twists per foot.

The CAT1 telephone cabling that we have already mentioned, while

adequate for voice communications, does not support digital data transfer,

and therefore should not be used in this capacity. CAT2 cabling is an older

type of UTP that is rarely used. It supports data transfer rates of up to 4

Mbps (megabits per second). CAT3 UTP, with a data transfer rate of up to

10 Mbps, is the realistic minimum grade of UTP required for today’s data

networks. In fact, CAT3 cable is the lowest category of UTP that meets

the IEEE 802.3 (explained in the next chapter) standards for a 10BaseT

Ethernet network.

CAT4 is an intermediate UTP cable specification that supports data transfer

rates of up to 16 Mbps. For new network installations, UTP CAT2

through 4 have been largely abandoned in favor of the newer CAT5 UTP,

which can handle data transfer rates up to 100 Mbps.

Unshielded twisted-pair cabling is connected from each host computer’s

NIC to the network patch panel, which is then connected to a network

hub, using RJ-45 connectors at each connection point. An RJ-45 connector

is an eight-wire (four-pair) media connector. It is slightly larger than (but

similar in appearance to) the RJ-11 connector used to attach a phone line

from a wall jack to your telephone or modem.

Note: It is possible, though unusual, to use an RJ-11 connector for

data networking because RJ-11 is usually used to attach lower

grades of cable.

A good example of this configuration is the Ethernet 10/100BaseT standard

network, which is characterized by UTP (CAT3 through 5) cable that uses

RJ-45 connectors. Shielded twisted-pair (STP) cable can also be used, but

it is less common. This network type supports a data transmission rate of

10 through 100 Mbps, and can transmit data up to 100 meters without a

repeater (a repeater is a device that propagates or carries the signal – it essentially repeats the signal - for a further distance on a type of media). 10BaseT and 100BaseT networks are a popular all-around choice because they are supported on most platforms, use inexpensive media, and are easier than other network types to troubleshoot. It is also possible in many cases to run UTP through already-existing telephone line conduits, thus adding to its ease of installation.

Although it is inexpensive and easier to install, UTP cabling is not without

its drawbacks: interference from outside electromagnetic sources, and signal

crossing between adjacent wires, called “crosstalk.”  To some degree, the

wire’s design—the twisting of one wire around the other—cancels out much

of the natural signal overflow and interference that exist from one wire to

the other. While electromagnetic interference and crosstalk can occur on

other media types, UTP is particularly susceptible because it lacks the shielding

present in other cable types. This lack of shielding also makes UTP particularly vulnerable to tapping—a point one should examine carefully if data security is a priority.

UTP is also subject to a greater degree of attenuation, or lessening of signal

strength over distance, than other cable types. This means that cable segments

using UTP have the most stringent distance limitations—no segment may exceed 100 meters in length. Cable length maximums exist because signals weaken over distance, as they are partly absorbed by the media on which they travel. This attenuation causes the signals to become unreadable after the specified distances, unless a repeater (a device that cleans up and retransmits the signal) is used.

Shielded Twisted-Pair Cabling

Shielded twisted-pair cabling has traditionally been used in several network

types, including AppleTalk and Token Ring. STP, which is of similar internal

construction, is subject to the same 100-meter restriction as UTP. In

addition, shielded twisted-pair cable usually contains, at its core, four or more

pairs of twisted copper wires. STP differs from UTP in that it contains shielding—

an electrically grounded woven copper mesh or aluminum foil that surrounds

the cable’s internal wires, separating them from the cable’s outer sheath

and providing resistance to external Electromagnetic Interference (EMI).

Some types of STP also use shielding internally around each wire pair to

keep the pair separated from the others, which further reduces crosstalk.

Additionally, STP is considered to be more secure than UTP, because its

shielding makes it somewhat less vulnerable to wiretapping.

STP cabling data transmission rates and distance restrictions are identical

to those of UTP. Although STP provides more protection from EMI than

UTP, is it not often used in newer network installations because it is more

difficult to install and maintain. One reason for this is that the shielding

makes the cable less flexible; another consideration is that STP usually

requires electrical grounding.

Fiber Optic Cable 

At the cutting edge of network cabling technology, fiber optic cable provides

superior data transmission speed over longer distances. It is also immune to interference and eavesdropping. Fiber optic cable consists of a glass or plastic center conductor, surrounded by another layer of glass or plastic cladding, with a protective outer jacket. Data is transmitted across the cable by a laser or light-emitting diode (LED) transmitter that sends one-way light pulses through the center glass fiber. The glass cladding helps to keep the light focused into the inner core. The signal is received at the other end by a photodiode receiver that converts the light pulses to an electrical signal that the receiving computer can use.

Data transmission speeds for fiber optic networks range from 100 Mbps to

2 Gbps (Gigabits per second), and data can be sent reliably up to a distance

of 2 kilometers without a repeater. A fiber optic cable can support video and voice, as well as data transmission. Because the light pulses are completely

closed within the outer sheath, fiber media are virtually impervious to outside interference or eavesdropping. These qualities make fiber optic cabling an attractive option for networks that must be very secure, or require extremely fast transmission over long distances.  Because light pulses can only travel in one direction, fiber optic cabling systems must contain an incoming cable and an outgoing cable for each segment that will be transmitting and receiving data. Fiber cabling is also rigid and difficult to install, making it the most expensive of all network media types. You should probably consider alternate cabling types first,

when they are adequate for the situation. Fiber media require special connectors

and highly skilled installation, factors that further contribute to the high implementation expense. One way to minimize the expense is to limit use of fiber cabling to network backbones, or in areas where EMI, flammability, or other environmental issues are of concern. You must carefully analyze cost factors versus requirements before deciding on fiber optic cable for a network installation.

Cabling Considerations

When planning a network or adding to an existing network, you must consider

several points concerning the cabling: cost, distance, transfer rate, ease

of installation, number of nodes supported, and resistance to interference.

We have discussed several types of cabling in this chapter, so let’s compare

the cable types using each of these considerations (see Table 4.2).

When designing or adding to a network, you should take each of the

factors in Table 4.2 into consideration. Also, you should know how many

computers you will have on the network and on each segment. Table 4.3

illustrates the different types of networking specifications and the number

of computers (nodes) that you can have on each.

Table 4.2 – Cable type comparisons

Type                                       Speed         Distance        Installation        Interference          Cost

10BaseT                               10 Mbps        100 M               Easy                    Highly                Least

                                                                                               susceptible         expensive

100BaseT                           100 Mbps        100 M                N/A                       N/A                     N/A

STP                                     16 Mbps to      100 M             Moderately         Somewhat             More

                    155 Mbps                                    easy                  resistant             expensive

                                                                                                                             than Thinnet

                                                                                                                                 or UTP

10Base2                              10 Mbps          185 M              Medium            Somewhat           Inexpensive

                                                                                                 resistant

10Base5                              10 Mbps          500 M           More difficult       More resistant       More

                                                                    than Thinnet      than most cable     expensive

                                                                                                                               than most

                                                                                                                               cable

Fiber                                  100 Mbps             2 K              Most difficult        Not susceptible    More 

Optic                                  to 2 Gbps                                                              to electronic         expensive

                                                                                                 Interference          type of

                                                                                                                               cabling

Table 4.2 Cable type comparisons

Understanding NDIS And ODI

Network software architectures contain several distinct layers, based loosely

on the seven layers of the OSI Reference Model of network protocols, from

the bottom layer, which deals with the hardware that makes up the physical

connection, to the top layer, which is comprised of the network applications.

At one time, the code for all functions of the OSI model was entirely

rewritten for each new combination of NIC, protocol, and redirector. This

provided for an overly large number of combinations, required a great deal

of reworking the code, and was inflexible; each NIC driver could only be

bound to a single protocol stack, and vice versa.

To solve this problem, a more modular approach for each layer’s function

was required. This was done by creating device interfaces -- blocks of program

code that act as a standard communication interface between the functional layers. These device interfaces act as interpreters: One layer does not have to understand the way an adjacent layer performs a certain task for the two layers to communicate and cooperate in getting a task done. The main benefit of interfaces is that, once written, they will provide the same services to, and understand the communications of, drivers and protocols written by any vendor that has adhered to the interface specification.  Vendor driver developers do not have to understand the Application Programming Interfaces (APIs) of other vendors in order to develop compatible software. This means that proprietary layers of code can be removed and replaced to allow for changes and upgrades. The OSI 

Reference Model also allows for multiple pieces of proprietary software to reside together at the same functional layer, thus enabling the binding of multiple NIC drivers to multiple network protocols, using the same intermediary device interface.

Microsoft, in combination with IBM, developed the Network Device

Interface Specification (NDIS) as its implementation of the device interface

concept, specifically to reside between the NIC (also called MAC or Media Access Control) driver and the protocol stack in the datalink layer of the OSI Reference Model. NDIS allows for the binding of multiple NDIS-compliant network cards to one protocol stack or multiple protocols to a single NIC, or binds multiple protocols to multiple NICs.

Novell and Apple developed Open Datalink Interface (ODI), Novell’s

implementation of NDIS. It is used in Novell’s NetWare networks, and

provides functionality comparable to NDIS. It allows Novell’s IPX/SPX

protocol (and Microsoft’s IPX implementation, NWLINK) to be bound

to multiple NIC drivers. It also provides support for NetBIOS names.
Table 4.3 Nodes per network type

Table 4.3 – Nodes per network type.

Network Type                             Nodes Per Segment                          Nodes Per Network

10BaseT                                                                          1                                                                        1,024

10BaseF*                                                                         3                                                                        1,024

100BaseT                                                                        1                                                                        1,024

10Base2                                                                          30                                                                          90   

(5 segments, 3 populated)

10Base5                                                                         100                                                                        300

(5 segments, 3 populated)

*The 10BaseF specification is similar to 10BaseT except fiber optic cabling is used. The fiber cable can be run at much higher speeds, but if the computers only transfer at 10 Mbps, then the specification is 10BaseF.
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Network Hardware and Topologies

Networking Components

There are many networking devices that you can use to create, segment,

and enhance networks. In this section, we will discuss several networking

devices, such as network adapter cards, repeaters, amplifiers, bridges, routers,

and gateways.
Section
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Adapters

The network adapter, or NIC (Network Interface Card), is the piece of

hardware that physically connects a computer to the network. Before you

make this connection, you must successfully install and configure this card. The simplicity or complexity of this installation and configuration depends

on the type of network adapter you decide to use. For some configurations,

you may not have to do anything other than install the network card in the

appropriate slot in your computer. Self-configuring and Plug and Play adapters

automatically configure themselves appropriately. If you don’t have a

Plug and Play adapter, you must configure the Interrupt Request Line (IRQ,

or interrupt) and the Input/Output (I/O) address. The IRQ is the logical

communication line that the device uses to communicate with the processor.

The I/O address is a three-digit hexadecimal number that identifies a

communication channel between hardware devices and the CPU. Both the

IRQ and I/O address must be appropriately configured for the network

card to function correctly.

Table 4.1  Vital statistics for common interrupts and I/O addresses.

Common Use 



IRQ 



I/O Addresses

System timer 



0 



N/A                                         


Keyboard 



1 



N/A

Secondary IRQ controller 


2 



N/A

or video adapter
COM 2 or COM 4 



3 



2F0 to 2FF

COM 1 or COM 3 



4 



3F0 to 3FF
Usually unassigned. 


5 



N/A

may be used by LPT

2 or sound card)

Floppy disk controller 


6 



N/A
LPT 1 




7 



N/A

Real-time clock 



8 



N/A
Common Use



IRQ



I/O Addresses

Usually unassigned 


9 



370 to 37F

(may cascade from IRQ 2)

Usually unassigned 


10 



N/A

(may be a primary
SCSI controller)
Usually unassigned 


11 



N/A

(may be a secondary

SCSI controller)

PS/2 Mouse 



12 



N/A
Primary hard disk 



14 



N/A

(May may be controller

a secondary hard disk

[image: image4.png]


controller) 



15 



N/A

IRQ 2 cascades to IRQ 9 because there were only eight IRQ options

originally. To create 15 IRQ options, IRQ 2 was used to create a second

set of IRQs starting at IRQ 9. This means that IRQ 2 is actually an

indicator between the first set of IRQs (0 through 8) and the second set

(9 through 15).

Base Memory Address

Some NICs have the capability to use the computer’s memory (RAM) as a

buffer to store incoming and outgoing data frames. The base memory

address is a hexadecimal value that represents a location in RAM where this buffer resides. Because other devices also use base memory addresses

in RAM, it’s important to remember to select a base memory address that

does not conflict with other devices.  With Windows NT Server, use Windows NT Diagnostics (WINMSD.EXE) to determine which system resources are utilizing.

Transceiver Settings

Network cards support various types of network connections. On a NIC,

the physical interface between itself and the network is called a “transceiver”—

a term used to refer to a device that both transmits and receives  data. Transceivers on network cards can receive and transmit digital or analog

signals. The type of interface that the network adapter uses can often be

defined on the physical network adapter. Jumpers (small connectors that

create a circuit between two pins on the physical card) can usually be set to

specify the type of transceiver the adapter should use, according to the networking scheme. For example, a jumper set in one position may enable the

RJ-45 connector to support a twisted-pair network; in another position, the same jumper might enable an external transceiver to be used in a 10Base5 (Thicknet) network. (This option may be selected by setup software in newer NICs.)

Repeaters And Amplifiers

As mentioned in Chapter 4, signal strength degrades or attenuates over

distance. To counteract signal degradation, you can use repeaters and/or

amplifiers, which boost the signals that pass through them on the network.

Repeaters are used in networks with digital signaling schemes to combat

attenuation. Also known as baseband transmission, digital signals consist

of data bits that are either on or off, represented by a series of ones and

zeros. Repeaters allow for reliable transmission at greater distances than

the media type would normally allow. When a repeater receives an attenuated

incoming baseband transmission, it cleans up the signal, increases its

strength, and passes it on to the next segment.

Amplifiers, although similar in purpose, are used to increase transmission

distances on networks that use analog signaling, referred to as broadband

transmission. Analog signals can transfer both voice and data simultaneously—

the wire is divided into multiple channels so different frequencies

can be transferred at the same time.

Note: Repeaters (and amplifiers) operate at the Physical layer of the OSI

model. They can be used to connect cable segments - even those using different media types—as long as both segments to be joined use the same media-access method. In fact, most hubs excluding passive hubs) function as repeaters.

Usually, network architectures specify the maximum number of repeaters

allowed on a single network. The reason for this is a phenomenon called

“propagation delay.” In cases where there are multiple repeaters on the same

network, the brief period of time each repeater takes to clean up and

amplify the signal, multiplied by the number of repeaters/amplifiers, can

cause a noticeable delay of transmissions on the network. When deciding

whether to choose repeaters as a connection option, you must also consider

that they have no addressing or translation capability, and thus cannot be

used to ease network congestion.

Hubs

A hub is a hardware device, operating at the OSI Physical layer, that acts as

a central connecting point and joins lines in a star network configuration

(star configuration is covered in the next section). There are three main

types of hubs: passive, active, and intelligent. Passive hubs, which don’t

require power, act merely as a physical connection point, adding nothing to

the signals that pass through. Active hubs, on the other hand, require power,

which they use to regenerate and strengthen signals passing through

them. Intelligent hubs can provide services such as packet switching

and traffic routing.

Bridges

The bridge is another device used to connect network segments. Bridges

can be an improvement over repeaters because bridges ease congestion on

busy networks: Bridges read the target destination’s MAC address from

each incoming data packet, then examine the “bridging” tables to deter-mine

what to do with the packet.

Note: Bridges operate at the Data Link layer of the OSI model.

Because it functions basically as a repeater, a bridge can receive transmissions

from any segment; however, it is more discriminate than a repeater

in retransmitting these signals. If the packet’s destination lies on the same

media segment as the bridge, the bridge knows that the packet has reached

its destination, and so it is discarded. But, if the packet’s destination lies

on a different segment, the bridge knows to pass it along. This action

helps to lessen network congestion; for example, a segment doesn’t have

to deal with transmissions not meant for it. However, bridges do forward

all broadcast transmissions they receive, and therefore are unable to

reduce broadcast traffic.

Bridges can connect segments that use different media types; for example,

a connection of 10BaseT media to 10Base2. They cannot, however, connect

networks using different media-accessing schemes—you could not

connect an Ethernet network to a Token Ring network. The exception to

this would be a translation bridge, which is a bridge that translates between

different media-access methods, allowing the translation bridge to link various

network types. Another special type of bridge, a transparent bridge (or

learning bridge), “learns” over time where to direct packets it receives. It

does this by continually building bridging tables, adding new entries when

they become necessary.

Possible disadvantages of bridges are that bridges take longer than repeaters

to pass data through because they examine the MAC address of each

packet. They are also more difficult to operate, and are more expensive.

Routers

A router is a networking connectivity device that works at the OSI Network

layer, and can link two or more network segments (or subnets).  It

functions in a similar manner to a bridge; but, instead of using the machine’s

MAC address to filter traffic, it uses the network address information found

in the Network layer area of the data packet. After obtaining this address

information, the router uses a routing table of network addresses to determine

where to forward the packet. It does this by comparing the packet’s

network address to the entries in the routing table—if a match is found, the

packet is sent to the determined route. If a match is not found, however,

the data packet is usually discarded.

Note: Routers work at the Network layer of the OSI model.

There are two types of routing devices: static and dynamic. Static routers

use routing tables that a network administrator must create and update

manually.  In contrast, dynamic routers build and update their own routing

tables.  They use information found on both of their own segments and

data obtained from other dynamic routers.  Dynamic routers contain constantly

updated information on possible routes through the network, as

well as information on bottlenecks and link outages. This information lets

them determine the most efficient path available at a given moment to

forward a data packet to its destination.

As routers can make intelligent path choices—and filter out packets they

do not need to receive—they help lessen network congestion, conserve

resources, and boost data throughput. Additionally, they make data delivery

more reliable, because routers can select an alternate path for the packet

if the default route is down.

The term “router” can refer to a piece of electronic hardware designed specifically for routing; it can also mean a computer (equipped with a routing table) that is attached to different network segments through multiple NICs, and hence can fulfill a routing function between the linked segments.  Routers are superior to bridges in their ability to filter and direct data packets across the network. And unlike bridges, they can be set to not forward broadcast packets, which reduce network broadcast traffic. Another major advantage of the router as a connectivity device is that, because it works at the Network layer, it can connect networks that use different network architectures, media-access methods, or protocols. A router can, for example, connect an Ethernet subnet to a Token Ring segment. It can link several smaller networks that use different protocols, provided the protocols

in use are routable.

Routable protocols, like TCP/IP and IPX/SPX, are those that have the ability to route data packets to network segments other than their own. An example of a non-routable protocol is NetBEUI. NetBEUI is considered non-routable because it cannot work outside of its own subnet.

There are several factors you need to consider when deciding on a router as

a connectivity device. Routers are more expensive and difficult to operate

than repeaters. They have slower throughput than bridges because they

must perform additional processing on the data packet. Also, dynamic routers

can add excessive traffic to the network because of the constant messages

they send to each other when updating their routing tables.

Brouters

The term “brouter” is a combination of the words “bridge” and “router.” As

its name would suggest, a brouter combines the functions of a bridge and a

router. When a brouter receives a data packet, it checks to see if the packet

was sent in either a routable or non-routable protocol. If it is a routable protocol packet, the brouter will perform a routing function, sending the packet to its destination outside the local segment, if necessary.

In contrast, if the packet contains a non-routable protocol, the brouter performs

a bridging function, using the MAC address to find the proper recipient on the local segment.  Brouters must maintain both bridging and routing tables to perform these two functions; therefore, they operate at both the Physical and Network layers of the OSI model.

Gateways

A gateway is a method of enabling communications between two or more

network segments.   A gateway is usually a dedicated computer that runs

gateway software and provides a translation service, which allows for communications between dissimilar systems on the network.  For example,

using a gateway, an Intel-based PC on one segment can both communicate

and share resources with a Macintosh computer or a mainframe.

Another function of gateways is to translate protocols. A gateway can

receive an IPX/SPX message that is bound for a client running another

protocol, such as TCP/IP, on a remote network segment. After it determines

that the message packet’s destination is a TCP/IP station, the gateway will

actually convert the message data to the TCP/IP protocol. (This is in contrast

with a bridge, which merely “tunnels” a message using one protocol inside the data format of another protocol—if translation is to occur, the receiving end does it.)  Mail gateways perform similar translation operations, converting emails and other mail transmissions from your native mail application’s format to a more universal mail protocol, such as SMTP, which can then be used to route the message across the Internet.

Note: Gateways primarily operate at the Application layer of the OSI model, although they often fulfill certain functions at the Session layer, and occasionally as low as the Network layer. However, consider the gateway to only operate at or above the Transport layer.

Although gateways have many advantages, you need to consider a few things

when deciding whether to use them on your network. Gateways are difficult

to install and configure. They are also more expensive than other connectivity

devices. One other issue: Due to the extra processing cycle that the translation process requires, gateways can be slower than routers and related devices.

Network Topologies
A network’s topology is a description of its physical layout. How computers

are connected to each other on the network and the devices that connect

them are included in the physical topology. There are four basic topologies:

bus, ring, star, and mesh. Other topologies are usually hybrids of two or

more of the main types. 

Bus

A physical bus topology, also called a linear bus, consists of a single cable to

which all the computers in the segment are attached (see Figure 4.1). Messages

are sent down the line to all attached stations, regardless of which one is the recipient. Each computer examines every packet on the wire to determine whom the packet is for; if it is for another station, the computer discards it. Likewise, a computer will receive and process any packets on the bus that are addressed to it.
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Figure 4.1 The bus topology connects computers to a linear segment.

The bus’s main cable, known as the backbone, is terminated at each end to

prevent message transmissions from bouncing back and forth between the

two ends of the bus. Without proper termination, communications on the bus will be unreliable, or will fail altogether.

The bus topology is the fastest and simplest way to set up a network. It

requires less hardware and cabling than other topologies, and it is easier to

configure. It is good way to quickly set up a temporary network. It is also

usually the best choice for small networks (e.g. those with 10 computers or less).

There are a couple of drawbacks you should be aware of when considering

whether to implement a bus topology for your network. A malfunction of a station or other component on the network can be difficult to isolate. Furthermore, a malfunction in the bus backbone can bring down the entire network.

Ring

Ring topologies are commonly seen in Token Ring and FDDI (fiber optic)

networks. In a physical ring topology, the data line actually forms a logical

ring to which all computers on the network are attached (see Figure 4.2).

Unlike a bus topology, which uses a contention scheme to allow the stations

to access the network media, media access on the ring is granted by

means of a logical “token” that is passed around the circle to each station,

giving it an opportunity to transmit a packet if it needs to. This allows each

networked computer a more equitable opportunity to access the media,

and hence to transmit its data. A computer can only send data when it has

possession of the token.

Because each computer on the ring is part of the circle, it is capable of

retransmitting any data packets it has received that are addressed to other

stations on the ring. This regeneration keeps the signal strong, eliminating

the need for repeaters. Because the ring forms a continuous loop, termination

is not required. A ring network topology is relatively easy to install and

configure, requiring minimal hardware.
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Figure 4.2 The ring topology creates a physical and logical loop.

A physical ring topology has a couple disadvantages. As with a linear bus, a

malfunction on one station can bring down the entire network. It is also difficult, especially in larger networks, to maintain a logical ring.  Also, if adjustments or reconfigurations are necessary on any part of the network, you must temporarily bring down the entire network.

Star

In a star topology, all computers on the network are connected to one

another using a central hub (see Figure 4.3). Each data transmission that

the station sends goes directly to the hub, which then sends the packet on

toward its destination. Like in the bus topology, a computer on a star network

can attempt to send data at any time; however, only one may actually transmit at a time. If two stations send signals out to the hub at exactly the same time, neither transmission will be successful, and each computer will have to wait a random period of time before reattempting to access the media.  Star topologies are generally more scalable than other types.
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Figure 4.3 In the star topology, computers are connected to one another via a central hub.

A major advantage of implementing a star topology is that, unlike on a linear bus, a malfunction of one station will not disable the entire network.  It is easier to locate cable breaks and other malfunctions in a star topology.  This capability facilitates the location of cable breaks and other malfunctions.  Additionally, the star topology’s centralized hub makes it is easier to add new computers or reconfigure the network.

There are several drawbacks inherent in the implementation of a star topology. For one, this type of configuration uses more cabling than most other networks because of the separate lines required to attach each computer to the hub.  Also, the central hub handles most functions, so failure of this one piece of hardware will shut down the entire network.

Mesh

The mesh topology connects each computer on the network to the others

(see Figure 4.4). Meshes use a significantly larger amount of network cabling than do the other network topologies, which makes it more expensive. Additionally, these networks are much more difficult to install than the other topologies. So why would someone use a mesh? The answer is fault tolerance. Fault tolerance is the ability of a system to work around a failure. On a network with a broken segment, that means going around it. Every computer has multiple possible connection paths to the other computers on the network, so a single cable break will not stop network communications between any two computers.
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Figure 4.4 The mesh topology connects each and every computer to

one another.

Hybrids

Many organizations choose to use a combination of the main network topologies. We will discuss three such hybrids: star bus, star ring, and hybrid mesh.

Star Bus

As its name implies, the star bus hybrid topology brings together the star and bus topologies (see Figure 4.5). The advantages of using a star bus are that no single computer or segment failure can bring down the entire network.  Also, if a single hub fails, only the computers connected to that hub cannot communicate on the network and other computers can continue communications.
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Figure 4.5  A star bus topology.
Star Ring

The star ring topology is also known as a star-wired ring because the hub

itself is wired as a ring. As you can see in Figure 4.6, the star ring looks

identical to the star topology on the surface, but the hub is actually wired as

a logical ring. This topology is popular for Token Ring networks because it

is easier to implement than a physical ring, but it still provides the token-passing

capabilities of a physical ring inside the hub. Just like in the ring topology, computers are given equal access to the network media through the passing of the token. A single computer failure cannot stop the entire network, but if the hub fails, the ring that the hub controls also fails.

Figure 4.6 The star ring looks identical to the star topology on the

surface, but the hub is actually wired as a logical ring.

Hybrid Mesh

Implementing a true mesh on a large network would be expensive, time

consuming, and difficult. A hybrid mesh network can provide some of the

essential benefits of a true mesh network without using as much cable.

Most large organizations do not have mission-critical data stored on all the

computers in the network; rather, they store it on the network’s servers.

Companies that would like to provide their networks with fault tolerance

at the network-cabling level may want to limit their mesh to only the mission-

critical computers on the network. This means that the mesh exists on

only part of the network (see Figure 4.7). This type of mesh still provides

fault tolerance among the mission-critical servers, but does not add extra

protection for individual network clients. A hybrid mesh would cost less

than a complete mesh network, but it would not be as fault tolerant.


Figure 4.7 The hybrid mesh provides partial fault tolerance at a lower cost than a true mesh.

Networking Standards and Technologies

In an effort to standardize networking technologies, two groups formed to

define networking standards: the International Standards Organization (ISO) and the Institute of Electrical and Electronic Engineers (IEEE).  The ISO created the OSI Reference Model and the IEEE further defined the lower layers of the OSI model.
IEEE 802

The IEEE started its project to further define the physical and data link

layers of networking in February of 1980. It named the project 802 after

the year and month of the project’s beginning. The 802 Project resulted in

12 different specifications that defined network topologies, interface cards,

and connections. The specifications that you should be concerned with are:

ä 802.2 Divided the OSI model’s Data Link layer into the Logical Link Control (LLC) and Media Access Control (MAC) sublayers (see Figure 4.8)

ä 802.3 Defined Ethernet Carrier Sense Multiple Access with Collision Detection (CSMA/CD)

ä 802.5 Defined standards for Token Ring networks


Figure 4.8 The IEEE 802.2 specification subdivided the OSI Reference Model’s Data Link layer.

802.2—Division Of The Data Link Layer

The IEEE decided to further divide the OSI Reference Model’s Data Link

layer to separate its responsibilities into a Logical Link Control (LLC) sublayer and a Media Access Control (MAC) sublayer (see Figure 4.8).  The LLC sublayer is responsible for maintaining a link when two computers are sending data across the network. The LLC exposes Service Access Points (SAPs), which allow computers to communicate with the upper layers of network stack.

802.3—Ethernet CSMA/CD

The 802.3 standard essentially describes how computers communicate on

an Ethernet network using CSMA/CD (Carrier Sense Multiple Access/Collision Detection). There are three basic parts to this description:

ä Carrier Sense  A computer checks to see if the network is being used before it attempts to transmit. This is called carrier sense because the computer actually listens to the network to see if a carrier signal is present. If there is no carrier signal, then the computer sends its data transmission. If there is a carrier signal (meaning another computer is transmitting), the computer does not transmit data until the carrier wave has terminated.

ä Multiple Access  All computers connected to the wire can transmit when they have data to send. They do not have to take turns transmitting data, meaning multiple computers can access the wire at a given time.

ä Collision Detection If two computers do transmit data at the same time, their transmission signals can collide; the computers that sent the data have the ability to detect the collision. If the computers detect a collision or multiple carrier signals, they will resend their data. Each computer waits a random interval before transmitting again. Because each computer resends the data after separate random wait periods, the chance of both computers retransmitting at the same

time is minimal.

A large number of collisions can seriously slow down network performance

because each computer must retransmit its data. If collisions are affecting network performance, considerations could be taken to segment the network with a router, or to place multiple NICs in a server to create different network segments.

802.5—Token Ring

Token Ring networks use a token-passing method to provide equal access

to the network for all computers. Computers cannot transmit data unless

they have the token (a small data frame). Token passing keeps two computers

from transmitting on the network wire at the same time, which eliminates

collisions. The token is passed from one computer’s Nearest Active Upstream Neighbor (NAUN). Once the computer finishes transmitting, the token is passed to the Nearest Active Downstream Neighbor (NADN).

Note: Token Ring networks use a larger data frame than Ethernet networks. This allows Token Ring networks to transfer large data blocks more efficiently than Ethernet networks.

Errors in a Token Ring network can be detected by a process called “beaconing.” The first computer that is powered on in a Token Ring network becomes the Active Monitor (the other computers on the network are Standby Monitors). The Active Monitor is responsible for ensuring that the data successfully travels around the ring. The Active Monitor does this by sending out a data packet to its NADN every seven seconds. The data packet travels around the ring and is eventually returned to the Active Monitor. If a computer does not receive a packet from its NAUN every seven seconds, it creates a packet that announces its address, its NAUN’s address, and its beacon type (Active or Standby). The packet travels the network to its farthest point, which indicates where the break or error is located. The computers on the ring can use that information to automatically reconfigure the ring to avoid the cable break. Token Ring’s ability to

function in spite of a single failure means that it is fault tolerant.
In a Token Ring network, computers are typically connected to a Multistation Access Unit (usually referred to as a MAU or MSAU) for and a SMAU (Smart Multistation Access Unit). These devices are essentially Token Ring hubs that are wired as logical rings. Each hub has connections for computers and a Ring In (RI) and Ring Out (RO) connection so that multiple MAUs can be connected.  There can be up to 33 MSAUs on a Token Ring network.

AppleTalk

AppleTalk is the name of the networking method used by Apple Macintosh

computers. The cabling system for an AppleTalk network is called LocalTalk.

LocalTalk uses a network media-access method called Carrier Sense Multiple

Access with Collision Avoidance (CSMA/CA), which is similar to

the Ethernet CSMA/CD method. The major difference between the two

methods is that in CSMA/CA, the computer actually broadcasts a warning

packet before it begins transmitting on the wire. This packet eliminates

almost all collisions on the network because each computer on the network

does not attempt to broadcast when another computer sends the warning

packet. The major drawback of trying to avoid network collisions is that

the network traffic is high due to the broadcasting of the intent to send

a message.

AppleTalk also differs from other networking implementations in that it

has a dynamic network addressing scheme. During bootup, the AppleTalk

card broadcasts a random number on the network as its card address. If no

other computer has claimed that address, the broadcasting computer configures

the address as its own. If there is a conflict with another computer, the computer will try to use different IP combinations until it finds a working configuration.
FDDI

The Fiber Distributed Data Interface (FDDI) is another networking standard

to consider.  FDDI uses fiber cable and a token-passing media-access

mechanism to create a fast and reliable network.  FDDI networks are wired

as true rings and do not use hubs.  Speeds of FDDI rings can be up to 100

Mbps and include 500 nodes over a distance of 100 kilometers (62 miles).

FDDI rings have the ability to implement priority levels in token passing.

For instance, a mission-critical server may be given a higher priority than

other computers on the network, which would allow it to pass more data

frames on the network than the other machines.

FDDI rings can be implemented with two rings: a primary and a secondary ring. All data is transmitted on the primary ring, while the secondary ring provides fault tolerance. If there is a break in the primary ring, the secondary ring can be used to compensate for the cable break. Data is actually passed in the opposite direction on the secondary ring so that the cable break does not stop the ring’s communications (see Figure 4.9).

Figure 4.9  The FDDI network can recover from cable breaks using its secondary ring.
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