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Network Troubleshooting Basics

Overview

Methodology

When a network problem occurs on a customer’s network large or small, there are some simple strategies to apply to troubleshoot the problem.  Strategies like staying calm, thinking logically, and the good ol’ process of elimination still apply.  Lots of network problems can be grouped into categories.  It’s important to understand these different categories, and then work deductively through them until the culprit’s exposed.  Many Microsoft TCP/IP-related problems can be grouped into the following categories:

SOURCE CATEGORY
TYPICAL ASSOCIATED PROBLEMS
Hardware
New system or network component added that isn’t compatible or configured properly for the rest of the network, causing connection or performance problems.

Configuration
If your network configuration is incorrect, it can result in one or more services not starting when you bring up your NT Server.

IP Addressing
The host can hang when trying to communicate with other hosts.  This could be caused by the existence of an improper subnet address or duplicate IP address.  Windows NT will give you a pop-up message if there are duplicate IP addresses on your network.

Subnet Addressing
Related to the above, if your host has an improper subnet address assigned to it, it may not be able to talk to other local or remote hosts.

Resolution
You can ping a host with an IP address, or connect to a network drive using a host’s IP address, but you cannot otherwise establish or maintain a connection.

Troubleshooting Techniques – Questions to Ask

What to Check First – The Five-Step Method:

  Network troubleshooting shares a lot of the same principles as the scientific method: A five-step, structured approach will usually lead to problem resolution.

1. Set the problem’s priority by determining its impact.  In most situations, you will be fighting many fires at once.

2. Collect as much information as possible about the obvious as well as the not so obvious.

3. Question users, employ all the available tools, and turn to special resources for help.

4. Next, develop a list of all possible causes and conduct tests to isolate them.

5. Finally, identify the solution by process of elimination.

Question the Users

Users can be very helpful in collecting information if they are questioned correctly.  You need to ask: What is the network doing that makes the user think it is not performing correctly?  Other user observations that can be clues are:

· “The network is really slow.”

· “I cannot connect to the server.”

· “I was connected to the server but I lost the connection.”

· “One of my applications will not run.”

· “I cannot print.”

General Questions to Ask

In general, it is best to begin with a series of standard questions.

1. “Did it ever work correctly?”  - This should be the first question you ask; this determines if this is a new installation, etc. or if it is something that was working before but all-of-a-sudden isn’t now.

2. “When did it last perform satisfactorily?”  - This will give you an idea of the time-frame of when the problems started to occur.

3. “What has changed since then?”  - This can either be software or hardware changes; it can include any software configuration changes to the network (changing IP addresses on some machines in the network, adding/upgrading software on the system in question or another system on the network, etc.), as well as any hardware changes (new network adapter card installed, new system added to the network, etc).

4. “What works/What doesn’t work?”  - This can give you an idea if the problem is isolated to one particular system, or multiple systems on the network.

5. “How are these items related?” – Has a new piece of network software or hardware or network change possibly changed the configuration or functionality of other machine(s)?

6. “Whom and what has this problem affected?” – Is this problem only affecting the Creo Server(s), or are the Macintosh clients and other PCs or other computers on the network also affected?

Specific Questions to Ask

After taking the user’s initial comments into account and asking the above set of general questions, you need to develop a series of either/or, yes/no questions to help isolate the problem.  For example:

· Were many users affected or only one, or were users affected randomly?

· Is the whole network down or just one computer?

· Was the problem there before the upgrade?

· Does the problem  occur constantly or is it intermittent?

· Does the problem appear with all applications or only one?

· Is this problem similar to a previous problem?

· Are there new users and/or new computer systems on the network?

· Is there new equipment on the network?

· Was a new application installed before the problem occurred?

· Has any of the equipment been moved lately?

· Which vendor’s products were involved?

· Is there a pattern among certain vendors and certain components such as cards, hubs, disk drives, software, or network operating software?

· Has anyone else attempted to fix the problem?

Other areas the network administrator or support engineer should consider include:

· Versions of applications, operating systems, or other software.

· Reconfigurations of network components or the network operating system.

As a support engineer you will become familiar with customer’s network components and applications and know where to look first for possible causes.
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Troubleshooting Network Components

Troubleshooting Hardware

Troubleshooting Hardware Problems
The largest percentage of network makeup is hardware.  Hard disks, NICs (Network Interface Cards), hubs, hardware configurations, and startup problems fall into this category for things to check.

For network-related problems, ask the following questions in the design and implementation phase as well as when confronted with problems:

· Is the current or proposed hardware on the network operating system vendor’s (i.e. Microsoft Windows NT’s) compatibility list?  Microsoft publishes a Hardware Compatibility List (HCL) which has a listing of all compatible hardware components with Windows NT.  All network cards and components installed in Creo Systems are compatible with Windows NT.  However, this issue may become more apparent as customers start to install Creo software on their own systems, which is already the case at some customer sites.

· Are all pertinent drivers current?  What access to drivers is available?  Make sure that the software driver that is loaded is current; drivers for Creo’s DE500 (DEC) network cards are usually located on the WFS Drivers Disk.  Other drivers may be on the Windows NT Server CD, or may accompany the network card.  It is also suggested that the customer have a floppy disk on site which contains all the drivers for network adapter and SCSI adapter cards.

· Does the machine have enough of the appropriate memory?  A lack of memory can affect many functions of the server, and can affect network performance, among other things.

· Is there enough free hard disk space to support storage needs?  This may have a factor for customers copying files across the network, and the copy fails – check that the system being copied to has enough drive space.  If not, you may need to delete some unneeded files to free up space for the copy.

· Is the CPU powerful enough?  This also can have a factor in network performance problems; a CPU that isn’t fast enough can slow down a lot of system processes and can be a “bottleneck” for processing network traffic to the system.

· Is the hub operating correctly?  Has the customer had problems with the hub locking up or dropping network connections?  You can usually tell if the hub is a factor if all network connections are being dropped at one time (network crash), or sometimes if the network performance is really slow.  You can sometimes work around a temporary connection problem by resetting (recycling the power on) a hub, or by checking the port settings on the hub (i.e. making sure not set to autosense, etc.).

· What IRQs and hardware memory addresses are available?  This is more of an issue when installing one or more network cards, so that you can configure a server to be a multi-homed host (server with one or more network adapters).

Tip: For current situations, check cabling: You can trace most of all network-related problems to cabling faults.  Check for loose, lost, broken, or compromised cables and connections; proper cable lengths, resistance, and termination; and most importantly in elusive situations, electrical or magnetic interference.

Isolate the hardware and simplify its configuration as much as possible.  For a quick determination of whether the problem is hardware or cabling, attach the PC directly to a port on the hub with an adapter cable known to be good.  To determine hardware conflicts, remove all unnecessary cards from the PC and reinstall them one at a time until the problem occurs again.  You can try to segment the network in order to troubleshoot one section at a time.

Hub-Based Networks
While problems with hubs are infrequent, they do occur.  For example, they can:

· Drop a connection – If a computer becomes disconnected from the hub, the computer will be off the network, but the rest of the network will continue to function normally.

· Lose power – If an active hub loses power, the network will stop functioning.  Note that a passive hub (one with no power adapter) will not have this problem.

Ring Networks (e.g. FDDI)

A ring network is usually very reliable, but problems can occur.  For example, a cable on the network may:

· Break – If one of the cables in the ring breaks, the network will temporarily stop functioning.  In token-ring or FDDI networks, restoring the cable will immediately restore the network.  (*Note: this is true with a basic token-ring network.  If the token-ring network uses multistation access units (MAUs), when a cable is cut the MAU will reroute the traffic in the opposite direction, using a redundant set of wires in the cable.

· Lose a connection – If one of the cables in the ring becomes disconnected, the network will temporarily stop functioning.  In token-ring networks, restoring the cable will immediately restore the network.  (*Note: this is true with a basic token-ring network.  If the token-ring network uses multistation access units (MAUs), when a cable is cut the MAU will reroute the traffic in the opposite direction, using a redundant set of wires in the cable.

Troubleshooting Software

Troubleshoot Software Connection Problems
Software-related problems are one of the final obstacles to a properly operating network system:

· Protocol mismatches

· Application conflicts or misconfiguration problems

· Accounting, security and rights issues (user accounts, licensing, etc.)

· Client/server problems

Sometimes, the server you are trying to connect to isn’t up (either is shut down, or hasn’t fully booted up yet).  More often, however, the client simply isn’t connecting to the network or isn’t communicating with it properly.  The client must be running at least one of the server’s protocols: NetBEUI, and/or TCP/IP.  When Novell’s NetWare is included in the network, one of the most common troubleshooting tips involves using the proper frame types.  In a NetWare (IPX/SPX) environment, the two devices attempting to communicate must be using the same frame type.  The default frame type is 802.2.  You can set this using the Advanced tab on the NWLink protocol’s property sheet.

In TCP/IP networks, misspelling the computer’s NetBIOS name is another common problem.  In some cases, the FQDN (Fully Qualified Domain Name) may have been misspelled (if the customer uses WINS (Windows Internet Naming Service; a.k.a. DNS – Domain Name Service) or the IP address is mistyped in the DNS entry (again, if the customer uses this) or the HOST file.  It may be that the WINS server is down (again, if the customer uses this) and there is no LMHOSTS file accessible to you.  Also, in NFS Hummingbird configurations, there may be situations where a drive isn’t mapped properly in the NFS software, or the host isn’t in the hosts file on the UNIX system it is connecting to.

Finally, most problems are user-oriented:  Did the user enter the correct password?  Is the account locked? (less likely).  Is there a problem with the particular account the customer is logging in to?  Does the user have rights to access certain files or perform certain operations?  For instance, to perform actions to update the registry, install programs, or make changes to the network, in most cases the user needs to be logged on as administrator.

Tip: To configure binding order, one of the most effective ways to configure the binding order of multiple transport protocols on a computer is to place the most frequently used protocol at the top of the binding order.

Troubleshooting Performance

Handling Network Performance Problems

Bottlenecks somewhere in the system can cause performance problems.  Performance tuning will involve continually finding the source of traffic congestion, relieving it, and moving on to the next problem.  A lot like untangling the knots in a very long rope, relieving bottlenecks in one part of the system may cause others to occur elsewhere.

Again, start with the basic troubleshooting process of elimination.  Ask yourself:

· Have I (or others) changed anything?

· Did this occur all at once or gradually?

· What new application or device has been added?

· At what rate have new users and machines been added to the network?

· Do the customer’s servers have enough disk space and RAM to do their jobs?

· Is the CPU operating at full capacity?

More detailed information for troubleshooting and optimizing Windows NT Performance can be found in the documents “Windows NT Performance Troubleshooting and Optimization” – Parts I and II, which can be found on the Creo Intranet in the Windows NT Server OS Section.
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Troubleshooting TCP/IP

Troubleshooting TCP/IP Principles

TCP/IP Methodology

To unearth the cause of a TCP/IP problem, several steps need to be performed in order:

1. Identify the problem or symptoms.

2. Figure out which TCP/IP component is causing the problem.  The best way to do this is eliminate TCP/IP components that are functioning properly.  If you cannot communicate with a host, for example, determine whether you can contact it using an ICMP (Internet Control Message Protocol) echo request (ping).  ICMP is used to handle errors and control messages at the IP layer.  ICMP is actually part of the IP protocol.  PING stands for Packet InterNet Gopher – it is a program that is used to test reachability of destinations by sending them an ICMP echo request and waiting for a reply. 

3. Break out the best diagnostic tool for the job and isolate the error.  If successful, find out what parameter is causing the problem.

4. Try to fix the problem and any sickly TCP/IP components, and then check to make sure everything is properly “oiled and greased.”  Make sure you re-apply the latest Windows NT Service Pack (and any hotfixes) if any changes are made to the network configuration.

Tip: To isolate the cause of a TCP/IP problem, always test the Physical/Hardware layer first, then test the Network Layer, then test each layer above it one at a time.

During the isolation phase for a TCP/IP problem, you should always examine the network interface layer first.  Then test each layer above it one at a time.  Isolating the problem components should be done in this order:

1. Configuration of the TCP/IP services

2. Local network hardware (adapter and cable)

3. IP addressing (ARP) – Address Resolution Protocol (ARP is the Internet protocol used to dynamically map Internet addresses to physical (hardware – i.e. Ethernet adapter) addresses on local area networks.  Limited to networks that support hardware broadcasts).

4. Subnet addressing

5. Host name resolution (if a customer uses the WINS service)

6. NetBIOS name resolution (same as 5.)

TCP/IP Hardware Problems
Before you begin checking any layer on a questionable host, make sure that the network cable is plugged in and is not damaged. 

If the command ping 127.0.0.1 is successful, but you cannot successfully ping any other hosts on the local network, then the problem is the cable or connection. The command ping 127.0.0.1 pings the local loopback address of the local network card, which means everything up to the network interface is functioning correctly.

A hardware problem may not be suspected until you know that TCP/IP didn’t initialize properly.  How do you check whether TCP/IP initialized properly?  The next few paragraphs explain.

Tip: If the command ping 127.0.0.1 works but you cannot ping any other hosts on the network, the cable or connection is at fault.

TCP/IP Services Problems

If one of the TCP/IP services or protocols did not work correctly during initialization, the host may not be able to talk to other hosts.  The TCP/IP protocol must be installed and bound to at least one network adapter before the host functions correctly.  Possibly the bindings for TCP/IP were disabled  through the Network Control Panel Applet.  Be sure to check this early in your investigation.  A more probable cause is that the problematic software or service was removed or disabled in the Network Control Panel Applet or the Services Control Panel Applet.  To quickly diagnose these types or problems, Windows NT includes several “tools.”

Tools
Just two tools are commonly used for pinpointing TCP/IP problems:

· IPCONFIG command

· Event Viewer
IPCONFIG

The IPCONFIG command is entered from a command prompt on a Windows NT computer.  This command quickly reveals whether TCP/IP has been initialized.  IPCONFIG displays the IP address information for the local host.  If the command returns an error, TCP/IP has not been initialized properly.

IPCONFIG also returns basic information such as the IP address, subnet mask, and getway address.  This information is useful for finding out host IP addresses for troubleshooting whether a connection between two machines is functioning correctly.  To do this, find out each host’s IP addresses by typing IPCONFIG on each machine, then record this information.  Next, at each machine, type ipconfig <IP address of other machine> to check that the connection between the two machines is ok. 

The IPCONFIG /ALL command displays additional TCP/IP configuration information, including WINS, DHCP, etc.  Use IPCONFIG /ALL if you need more info on a host’s TCP/IP configuration.

Tip: The Windows 95 version of the IPCONFIG command is WINIPCFG.  Use this if troubleshooting connectivity to systems such as a customer’s Maestro client (if it is running on Windows 95).

Event Viewer
Whenever Microsoft TCP/IP for Windows NT has a problem initializing, an error message displays and an entry is logged in the system event log.  To view this event log, start the Event Viewer applet from the Administrative Tools (Common) program group (from the Windows NT Start Menu) and select System for the Log menu.

By default, the Event Viewer displays information, warning, and error messages.  The error messages are preceded by a red stop sign – often these are services that failed to start.  The event log is chronological; the newest events are at the top of the list.  If a TCP/IP service fails to start, an error message is logged.  Check the log and try to find any associated error messages that may be the reason for the service failure.  For example, a message indicates that TCP/IP failed to initialize, and an older message says that no network device was found.  In this case, there might be a hardware problem with the network card.

Solutions
Some of the most common reasons why TCP/IP might fail to initialize properly:

· Network card hardware problem

· Network card configuration problem

· A TCP/IP service has been disabled, removed, or damaged.

If the underlying problem is because of a faulty network card, an error message related to the network card or driver usually is logged in the system event log.  To fix a network card problem, you might have to use diagnostic or configuration tools that come with the network card drivers, or call the vender (i.e. DEC/Compaq or Data General) to come on site and interrogate the problem.  If the customer has another system with an identical card in another machine and a Creo field engineer is on site, you can confirm whether a NIC is faulty or not by having the Creo technician swap the cards.

One of the best ways to resolve a TCP/IP protocol problem (although this should be done as a last resort) is to reinstall the TCP/IP component or even the actual protocol.  Make sure that the customer has a Windows NT Server CD handy.  As well, make sure that after ANY changes are made via the Network Control Panel Applet, that the latest Windows NT Service Pack and HotFixes are applied – this contains all the updated files and drivers to ensure that the system will be stable and operating correctly.

Tip: Make sure the latest Windows NT Service Pack is re-applied after any changes made to the networking configuration in Windows NT.


IP Address Resolution Problems
IP address configuration and resolution problems are often caused by:

· The host not being able to communicate with other hosts

· Other hosts hanging

· Receiving messages intended for other hosts

Tools
If an IP address conflicts with another host on the network, the host with the duplicate IP address may display an error message when it starts up and fail to initialize.  A similar problem occurs if TCP/IP initializes without any indication that there is a problem.  This often leads to strange NT behavior.

To troubleshoot IP address resolution problems and IP address conflicts, throw these tools in your toolbox:

· PING

· ROUTE

· TRACERT

PING
The ping command is one of the most commonly used tools for troubleshooting TCP/IP problems.  The ping command can be used to check:

· That TCP/IP is initialized

· If a local IP address is valid

· If local hosts can be reached

· If remote hosts can be reached

Tip: Use the ping command to see that TCP/IP is initialized and that the local host can communicate with other TCP/IP hosts.

Because ping uses the Address Resolution Protocol (ARP) to resolve IP addresses to hardware addresses, ping will only work if ARP works.  To figure out where the problem is with ARP, first ping your loopback address and then ping addresses further away until you ping a remote address.  The following procedure shows you this order.

Procedure: Using the Ping Command for TCP/IP Diagnostics

1. To verify that TCP/IP has been initialized properly, enter ping 127.0.0.1 from a command prompt (127.0.0.1 is the loopback IP address and should respond, even if you are not physically connected to the network).  Alternatively, type ping localhost; you should get the same response (by default, localhost is defined as 127.0.0.1 in the HOSTS file).

If successful, an output similar to the following appears:
C:\> ping 127.0.0.1

Pinging PMXXX [127.0.0.1] with 32 bytes of data:

Reply from 127.0.0.1: bytes=32 time<10ms TTL=32

Reply from 127.0.0.1: bytes=32 time<10ms TTL=32

Reply from 127.0.0.1: bytes=32 time<10ms TTL=32

Reply from 127.0.0.1: bytes=32 time<10ms TTL=32

Note: If the IP destination is unreachable, the ping request times out and the command returns, “Request timed out.”  By default, PING tries four times to reach the destination address, resulting in four “Request timed out” messages.

2. To verify that the IP address of the local host was configured correctly, enter ping <IP address>, where <IP address> is the local host’s IP address (e.g. 200.20.1.30).

If successful, output similar to step 1 appears.
3. To verify that the default gateway was configured correctly, is functioning, and that ARP is functional, enter ping <default gateway>; <default gateway> is the IP address of the default gateway.  Note that most customers do not use the default gateway (only if their system connects to the Internet or an external network or WAN), so this step may not be needed.

If successful, output similar to step 1 appears.

4. To verify that you can communicate throughout the default gateway or to another computer or router, ping the IP address of a host on a remote network that you know is functioning and reachable.

If successful, output similar to step 1 appears.
ARP
The ARP command allows you to view and modify the local ARP cache.  If you suspect a duplicate IP address on the network, you can compare IP address to hardware address mapping in the ARP cache to the actual mapping on the host.  The following procedure shows you how to compare these two caches.

Procedure: Troubleshooting a Suspected Duplicate IP Address
1. View the IP address and hardware address on the suspect host, enter the IPCONFIG/ALL command from a command prompt on that host.

You’ll see something like this:

C:\> ipconfig /all

Windows NT IP Configuration

Host Name . . . . . . . . .: PMYYY

DNS Servers

Node TypeHybrid

NetBIOS Scope ID:

IP Routing Enabled No

WINS Proxy Enabled No

NetBIOS Resolution Uses DNS No

Ethernet adapter NDISLoop1:

Description
MS LoopBack Driver

Physical Address
20-4C-4F-4F-50-20

DHCP Enabled No

IP Address 200.200.100.20

Subnet Mask 255.255.255.0

Default Gateway 200.200.100.1

2. From another host on the network that is having problems communicating with the suspect host, ping the suspect host to have ARP resolve the address and add it to the local ARP cache.

The Ping should be successful and report three replies.
3. To view the local ARP cache, type ARP –a from a command prompt on the host  that issued the ping command.

The IP address and hardware address for the host that was pinged appear.
4. If the hardware address in the ARP cache is not the same as the address reported by the host where IPCONFIG /ALL was performed, a host with a duplicate IP address responded to the ping.  Trouble!

Another common ARP problem is an incorrect entry that was statically added to the ARP cache using ARP –s.  Fortunately, this is a simple fix; delete the bad egg and type it again.  Normally, entries do not need to be statically entered into the ARP cache.

ROUTE
If the problem is the host cannot reach a remote host, and the customer uses routers in their network, the cause may be an incorrect route table or a malfunctioning router.  You can also diagnose this problem with the wonderful (to some) ping command.  If you can ping a local host but not the router, then it’s time for a new router.  If you can ping the router, but not a remote host on the other side of the router, the route tables are bad and need to be looked at.  If the router is a Windows NT mutihomed host (a Windows NT Server with 2 or more installed network cards, each on a different TCP/IP subnet), you can use the route command to view its route table.  While you’re at it, check the route table at the local host to see if the routes are correct.

For example, to display a local route table on a Windows NT multi-homed host that has IP Forwarding enabled, type ROUTE PRINT to display the local routing table.

Routers
A router is considered to be either:

A physical hardware device that runs routing software or firmware and cannot function as a computer.  Common router manufacturers are Cisco, 3Com, Nortel, Intel, Bay Networks, etc.

A Windows NT computer with two or more installed network cards, each on a different TCP/IP subnet (i.e. xxxx.xxxx.yyyy.xxxx and xxxx.xxxx.zzzz.xxxx).  This type of machine is called a multihomed computer.  To make this type of IP Router work, the IP Routing checkbox must be selected in the Advanced Microsoft TCP/IP Configuration dialog box.

Note: Most customer systems that are multi-homed hosts do NOT have the IP Routing checkbox enabled; instead, they have their network segmented such that they can have a connection from their CreoServer or PlateMaster Server directly to their Allegro Workstation, and not have any network traffic interference from the rest of the network.  This greatly improves performance and distributes network traffic to improve network performance.  However, if a customer needs to have access to the Allegro Workstation from systems other than the server it is directly connected to, they may have IP Routing enabled.

TRACERT
The TRACERT (trace route) command also can be used to check the health of routers along a route.  When you put TRACERT to work, it can check:

· If a destination cannot be reached, TRACERT shows which router has failed.

· If a router is performing very slowly, TRACERT can show how long it took to get from one router to another.

The format of the command is tracert <destination>. 

Solutions
The easiest way to resolve duplicate IP addresses on a network is to change the IP address of one of the offending hosts (if using static IP addressing).  If a customer is using dynamic IP addressing using DHCP (Dynamic Host Configuration Protocol), this prevents a lot of potential problems with duplicate IP addresses on a network, as it allocates a unique IP address to each machine on a network automatically.

Network Problems
If an IP or ICMP communication problem persists even after tinkering with ping, route, tracert, and ARP, the next step is up.  Test the transport layer TCP protocol.  Often, network problems such as congestion create communication problems for TCP even though a host can be reached with the IP and ICMP protocols.

Tools
To isolate transport layer problems that are the result of a lack of buffers or network congestion, use the Windows NT Performance Monitor application.  This software is very helpful.  The Windows NT Performance Monitor will be discussed in more detail in the next  major section.

For an instant snapshot of transport protocol statistics, issue the NETSTAT command from a command prompt.

NETSTAT
To view TCP/IP protocol statistics, type NETSTAT –s from a Windows NT command prompt.  This is what it should look like:

IP Statistics


Packets Received


= 1931


Received Header Errors

= 0


Received Address Errors 

= 30


Datagrams Forwarded

= 0


Unknown Protocols Received
= 0


Received Packets Discarded
= 0


Received Packets Delivered
= 1931


Output Requests


= 1931


Routing Discards


= 255


Discarded Output Packets

= 0


Output Packet No Route

= 0


Reassembly Required

= 0


Reassembly Successful

= 0


Reassembly Failures

= 0


Datagrams Successfully Fragmented = 0


Datagrams Failing Fragmentation = 0


Fragments Created


= 0


ICMP Statistics







Received
Sent



Messages


0

0



Errors



0

0



Destination Unreachable
0

0



Time Exceeded

0

0



Parameter Problems

0

0



Source Quenchs

0

0



Redirectors


0

0



Echos



0

0



Echo Replies


0

0



Timestamps


0

0



Timestamp Replies

0

0



Address Masks

0

0



Address Mask Replies
0

0

TCP Statistics


Active Opens



= 0


Passive Opens


= 0


Failed Connection Attempts
= 0


Reset Connections


= 0


Current Connections

= 0


Segments Received


= 0


Segments Sent


= 0


Segments Retransmitted

= 0

UDP Statistics


Datagrams Received


= 1929


No Ports



= 0


Receive Errors


= 0


Datagrams Sent


= 1929

The section on Performance, Tuning and Optimization has information on resolving network performance issues.

Host Name Resolution Problems
If everything looks fine in the TCP/IP protocol area, your next visit should be in the name resolution area.  If a Windows Sockets application is being used, the problem may be from host name resolution.  If a NetBIOS application, such as net use, is being used, the problem may be with NetBIOS name resolution.

A quick and easy way to see whether a communication problem is caused by host name resolution is to use the Sockets command with the IP address instead of the host name.  Unlike NetBIOS applications, Sockets-based applications that use host names can also be used with the IP address.  If the IP address works (i.e. if you can map a drive using the IP address instead of the host name), but the host name does not, then it is definitely a host name resolution problem.

Generally, by testing connections and congurations using the ping command and IP addresses will give you an idea if everything is configured and operating properly. 

Using PING
If you are having problems communicating with a host and you suspect an incorrect host name, ping the host using the IP address.  If it works, ping the host again using the host name.  If that doesn’t work, you have a host name resolution problem on your hands.  The problem might be:

A DNS server is not being accessed or does not have an up-to-date entry for the destination (if DNS is used at the customer site – unlikely).

The local HOSTS. file does not contain an entry for the destination host, the entry is invalid, a previous entry is invalid, or the HOSTS. file is missing or not in ASCII format.

HOSTS. File
If the HOSTS. file is not in the proper location or format, it is not used by Microsoft TCP/IP.  The HOSTS. file is optional.  Therefore you are not warned that TCP/IP could not find the file.  You can, however, verify that the HOSTS. file is being used by changing the line containing 127.0.0.1 localhost to 127.0.0.1 testhosts local-host.  Afterward, entering the command ping testhosts from a command prompt forces TCP/IP to consult HOSTS. to resolve the testhost’s name.  If PING generates a reply, TCP/IP is initialized properly and the HOSTS. file is being used.  If not, you should try to re-create the HOSTS. file in the proper location.

NetBIOS Name Resolution Problems
NetBIOS name resolution problems are slightly harder to diagnose than host name resolution problems because IP addresses cannot be used in place of NetBIOS names.  Although this limits ways of finding the problem, you can still get an idea to pinpoint the troublesome area.  If you can successfully ping another host but cannot create a NetBIOS session with it, common sense says that the problem is probably a NetBIOS name resolution difficulty.

After verifying that a NetBIOS host can be successfully pinged, you should try to reach that host using the net view \\computername command; substitute the NetBIOS computer name of the host you want to reach.  If the command is unsuccessful but the computer name is valid, you have a NetBIOS name resolution problem.

If WINS is being used, you can look at the name registration table on the WINS server to see if the proper NetBIOS computer name to IP address mapping is in the database.  If WINS is not part of the network, use the NBTSTAT command to view the local NetBIOS name cache and test the LMHOSTS. file.

Using NBTSTAT

The NBTSTAT –c command displays the current NetBIOS name cache.  This cache contains NetBIOS names that recently have been associated with IP addresses.  If an entry from an LMHOSTS. file is in the NetBIOS name cache, make sure the actual LMHOSTS. file is in the proper location and is saved in the ASCII text format.

Using LMHOSTS. File

If the LMHOSTS. file is not in the proper location or is not an ASCII file, it is not used by Microsoft TCP/IP.  Like the HOSTS. file, TCP/IP will not indicate whether it found LMHOSTS. because the use of this file is optional.  A slightly convoluted way around this problem, however, does not exist.  To ensure that the LMHOSTS. file is being used add the #PRE tag after a NetBIOS name in the LMHOSTS. file.  Next, enter the commands nbtstat –R and nbtstat –c from a command prompt.  These helpful commands will purge the NetBIOS name cache, reload the entries in LMHOSTS. marked with the #PRE tag, and display the cache.  The NetBIOS name cache should then include the entries from the LMHOSTS. file with the #PRE tag.  If not, you’ll need to re-create the LMHOSTS. file in the proper location.

Performance, Tuning, and Optimization

To a large degree, the Microsoft TCP/IP implementation is quite adequate “out of the box” for the networks it supports.  Nevertheless, you can tinker with a few built-in parameters that will speed things up in certain situations.

This section explains these high-octane settings and other factors that affect network performance.  Also described is Performance Monitor and customizable parameters – two important tools to increase performance and troubleshooting.  Performance Monitor is a big help when you need to monitor and optimize TCP/IP performance; the latter lets you tinker with NetBT, TCP, and even multi-homed NT computers.

Network Characteristics Affecting Performance

A pretty simple way to define network performance is by looking at the speed at which two hosts on the network communicate.  If you go by this standard, poor performance in a TCP/IP network would be because of a low data transfer rate.  Poor performance is usually due to:

· Inadequate network hardware

· Packets being retransmitted after being dropped by a congested router

Factors that affect TCP/IP performance include:

· The type of network media and devices in use

· The speed and type of data link such as LAN or WAN

· Bridge and router capacity and transfer speed

· Traffic from terminal emulators

· Type size and type of data being transmitted
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Network Media
The physical wires and other media that make up the network limit the rate at which packets can be transmitted.  The limited rate is often referred to as throughput or bandwidth and is usually measured in bits per second (bps).  Different types of network cabling and technologies enable varying rates of throughput.  Common cabling throughput values are listed in the following table:

Typical throughput for some common local area network media.
Type
Throughput

Ethernet
10 Mbps (million bits per second)

Fast Ethernet
100 Mbps

Gigabit Ethernet
1000 Mbps 

FDDI (Fiber optic)
100 Mbps or more

The values in the preceding table are the theoretical throughput values in ideal conditions for the media.  Naturally, if bottlenecks exist somewhere in your network, actual throughput is much less.  Additional processing requirements (as with FDDI) also reduce throughput. 

Wide Area Networks
A WAN is a network formed by interconnecting LANs from remote sites.  The transmission speed of the WAN links usually is much slower than the throughput achieved on the LANs.  LANs commonly have transmission speeds of about 10Mbps (10 million bits per second), but a 56K WAN would have (you guessed it) a throughput of 56Kbps (56,000 bits per second).  T1 and T3 WAN links, which are considerably more expensive, can increase the transmission rates of 1.5Mbps and 45Mbps, respectively.  Some customers that have multiple buildings or multiple sites have a WAN established for data transfer between sites.

Routers
The actual blueprint of the LAN segments – the way the segments are linked together – can slow performance if a bottleneck occurs.

Most network segment links are one of the following:

· Bridges.  Pass all packets between the connected networks (some bridges can be configured to filter certain packets).

· Routers.  Generally do not forward broadcasts but can be configured to route packets among multiple networks.

· Brouters.  Hybrid devices that can function as bridges and routers for different packets.

Bridges and routers interconnect a group of network segments, but you can also look at them as devices that isolate networks.  Bridges and routers isolate physical network problems, such as electrical faults or noise, to one side of the device.  Routers also confine excessive broadcast traffic to a single subnet.  Because routers do not forward broadcast traffic, network performance can often be improved by changing the blueprint of the network: create new subnets that isolate the busy departments, then connect everything with routers.  

Some Creo customers have segmented networks in a bit of a different way – they don’t use routers, but instead create a multi-homed host on their server (PlateMaster, CreoServer, etc.), by installing multiple network cards.  Each network card communicates with a different network segment.  For example, a CreoServer will have one network card which communicates with all the Macintosh clients and the rest of the network, while a second network card will connect only to the Allegro Workstation, such that there is no interfering network traffic between these two systems – this improves performance.  A multi-homed host in essence acts as a router if the IP forwarding option is enabled; we usually leave this option disabled to reduce network traffic between the server and the Allegro Workstation.

Router performance also affects transmission speed for packets passing through the router.  Because a router must examine the IP headers and provide additional IP and ARP addressing for each datagram, the speed at which it handles these tasks is important.  The two factors that contribute most to router performance are

· CPU (processor) speed

· Amount of RAM (memory)

If a router doesn’t have enough RAM, it gets clogged up and might even start tossing away packets before they can be routed.  Keep in mind that each IP datagram has a finite Time-to-Live (TTL).  This header is a mixed blessing.  It’s nice to discard a datagram if it can’t find its destination.  The down side is that discarded packets are retransmitted by the source, which slows the communication and increases the network traffic load.  A utility that shows the Time-to-Live is when you use the ping command – it will provide a TTL of 32.

File Transfers
The amount of data that needs to be transferred at any one time also affects network performance.  Because routers and servers have a finite capacity, a large amount of data being transferred through one may result in a sticky traffic jam.  When data is to be transferred from one host to another, the data stream is first broken up into manageable packets and it is then sent on its way.  If a large amount of data needs to be transferred at one time, the number of packets passing along the network and through the routers increases.  These large “bursts” can clog up a server or router leading to retransmission.  A constant stream of fewer packets, however, usually does not cause any performance problems.

Large file copies (such as a large ftp transfer) or other network copies that occur in the Creo workflow can cause congestion if the destination host cannot process the data quickly enough.  A destination host should have sufficient processing speed and a large enough buffer to receive all the packets and reassemble them without the need to retransmit.  This buffer is often referred to as a sliding window.
Tuning Guidelines

Every so often you may need to spruce up for an important engagement.  You stand in the mirror, brush your teeth, tuck in your shirt, and maybe even comb your hair.  Afterward, you’re ready for anything.  To a large degree, Microsoft TCP/IP spruces itself up every so often by self-tuning.  TCP/IP does such a good job of it that an administrator rarely needs to do anything.  If you need to try and improve an unreliable or congested network, however, you may want to follow these steps:

1. Decide what the performance goal or requirement is (as outlined by the customer).

2. Monitor the current performance and record a baseline to compare with future results.

3. Implement the required TCP/IP modifications one variable at a time.

4. Monitor the performance change and decide if you need to do anything else.

Step 1: Establish Performance Goals
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