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Setting Up the Magnus 800 Computer to the Network

Setting Up the Magnus 800 Computer to the Network

This section describes how to set up the Magnus 800 to the customer’s local
network.

Setting Up and Verifying the Computer’s Name in the Registry

1.

&' Registry Editor

Find out the Magnus 800’s computer name.

* Right-click My Computer and select Properties.

* (Click the Computer Name tab.

* The name of the computer appears in the Full computer name box.
Disregard anything that appears after the first period.
For example, if MAGNUS1.kodak.com appears in the Full
computer name box, then the name of the computer is MAGNUS1.

From the Registry Key window, select Builtin
(HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Services
> RasMan > PPP > ControlProtocols > Builtin).

Amend the value of the DefaultDomain to that of the computer name.
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Changing the RRAS Address Pool for MCE and Dialup

Obtain three consecutive, non-occupied IP addresses belonging to the
customer’s network—for example, 10.70.4.100, 10.70.4.101, and
10.70.4.102.

®

Note: Throughout this procedure, the above IP addresses are used for example
purposes only.

Specifying the Static Address Pool in the RRAS

1.

2.

From the Start menu, select Programs > Administrative Tools >
Routing and Remote Access to open the Routing and Remote Access
dialog box.
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3.

In the Properties dialog box, click the IP tab
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The Edit Address Range dialog box appears.

Edit &ddress Range

Typa & staiting IP addiess and edher an ending IP addeess or Ehe number of
addrezses m the range

_Ebullpm':s: 169, 254 . 255 100
Erd IP sddrass: 169. 254 . 255, 110
Humber of addeszes: n

* Change the Start IP address to the first of the three consecutive IP
addresses obtained from the customer, for example, 10.70.4.100

* Change the End IP Address to the last of the three consecutive IP
addresses obtained from the customer, for example, 10.70.4.102

* Click OK.

Typa & staiting IP addiess and edher an ending IP addeess or Ehe number of
addrezses m the range

Stail IP sddress: 1M, 7. 4 100
End IF addrass: 0. 7. 4 .702
Humber ol addezzes:

* Click OK to close the Properties dialog box.

Modifying the Host File

1. In Microsoft Windows Explorer, open the etc folder
(C:\Windows\System32\drivers\etc) and locate the hosts file.

2. Use Notepad to open the hosts file.
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3. Amend the last three lines of the hosts file:
10.70.4.102 mce
10.70.4.101 RAS
10.70.4.100 workstation

Note: The above IP addresses are used for example purpose only. Use the IP

addresses obtained from the customer.
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# Copyright (<) 1993-199% Microsoft Corp.

#

# This 45 a2 sample mosSTS f1le used by Microsoft TEP/IP for windows.

*

# This f1le cortaling the ﬂmpinH:'- of 1P addresdes to host names. Each
# em:w{ should be kepr on an indiwidual 1ine. The 1P address should

# be placed in the first colusn followed Dg the corresponding host name,
# The IP address and the host name should be separated by at least one
# Space,

¢

# .Ifu.1|:11.1:1|:u'1a]‘I:‘:1 comments (such as these) may be inserted on individual
# lines or following the machineg name danoted by a '#° symbaol,

¥

# For exasple:

¢

- 102, 54.54, 47 rhino. aome. com # source server

# 38.25.63.10 . ACME. COm # x client host
ettt ot

10, 70.4.102 mce

10. 704,100 mas

10, 70. 4. 100 workstation

4. Save and close the hosts file.

Setting up the MCE IP Address

1. Use the third of the three consecutive IP addresses obtained from the

customer, for example, 10.70.4.102.

2. Use the Service Shell Client to configure the firmware on the MCE.
Set the value for IPAddress by typing the following diagnostic monitor

command:
set net IPAddress "10.70.4.102"

Important: If the communication fails to start, reset the case-sensitive
password in the TMCE with the following command:
net newpassword 1 CreolSpot



3. Typeset net at the MCE diagnostic monitor.
The following information appears on the monitor:

O0TMCE>> set net

PRM net parameters:

Group Parameter Active Default Units
net IPAddress "10.70.4.102" ""

net NetMask " "

net Gateway " "

net  AccountName "MCEDvice" "

*** Command Complete

4. Reset the MCE device:
OTMCE>> reset

5. Test the TCP/IP connection:
Open a DOS command window and type ping MCE
The following ping information should appear on the monitor:

Pinging MCE [10.70.4.102] with 32 bytes of data:

Reply from 10.70.4.102: bytes=32 time=31lms TTL=225
Reply from 10.70.4.102: bytes=32 time=31lms TTL=225
Reply from 10.70.4.102: bytes=32 time=31lms TTL=225

Ping statistics for 10.70.4.102:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip time in milliseconds:

Minimum = léms, Maximum = 31ms, Average = 23ms
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Adding the Magnus 800 Computer to the Customer Domain

The Magnus 800 computer is configured by default under a workgroup.

Note: When the Magnus is added to the customer’s domain during installation,
& some of the RRAS settings may be missing. Verify that the PRAS settings are correct.

1. From the Start menu, select Programs > Administrative Tools >
Routing and Remote Access.

2. Right-click Computer-Name (local), and select Properties.
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3. In the Properties dialog box, click the General tab.



4. TIfrequired, select the Router check box, click Local area network
(LAN) routing only, and select the Remote access server check box.

MAGHUSB00-11 (local) Properties

General | Secuity | IP | PPP | Looging |

#ﬁ A outing and Remote Access

Enable this compauter as a;

¥ Local area network [LAN ] routing ol
" LAN and demard-dial routing
[v Aemole access semver

IT] Caneel | Apply

5. In the Properties dialog box, click the Security tab.

6. Click Authentication Methods.
MAGNUSS00-IMAGE (local) Properkies _ﬂﬂ
General Secury [P | PPP | Loaging|

Tha suthenbcaton provider validates credantials for remote sccess clients
and demand-dial routers,

Authentication provider:

windows Authenhicabion Earfiaure.,

Authentication Methads. .

The accounting prowvider maintaing a log of connechion requests and
SEESIONS,

Accounting provider:




Setting Up the Magnus 800 Computer to the Network

8.

In the Authentication Methods dialog box, perform the following
actions:

Authentication Methods 21xl

Clear the EAP check box.

Select the MS-CHAP v2 check box.
Select the MS-CHAP check box.
Select the CHAP check box.

Select the SPAP check box.

Select the PAP check box.

Clear the Allow remote systems to connect without
authentication check box.

Click OK.

The server authenticate: remobe systams by using the selected methods in
the order showan belaw,

[ Estensible authentication protacal [EAP]
EAP Methods...

[V Microsoft encyped authentication version 2 [M5-CHAP +2)
Iv¥ Microzoft encropted authentication (MS-CHAP

¥ Enciypted authentication [CHAP)

™ Shiva Pazzword Suthentication Pratocol [SPAF]

¥ Upenciypted pazsword [PAF)

~ Unauthenticated access

[T &llow remote systems to connect without authentication

In the Properties dialog box, click the IP tab.
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9. In the IP dialog box, perform the following actions:

Select the Enable IP routing check box.

Select the Allow IP-based remote access and demand-dial
connections check box.

Click Static address pool.

Select the Enable broadcast name resolution check box.

MAGNUSB00-TMAGE {local) Properties i 1l

General | Secuity 1P |FFP | Logging|

¥ Enable IP routing
¥ Allows |P-based remote access and demand-disl connections
- [P address assignment -

Thiz sarver can assign P addresses by using

" Dypamic Host Configuration Pratocol [DHCP)

i+ Siatic addiess pool

Frari | T | Mumber | IPAdde. | Mask |
189254, 189254, M 169.254... 255255

Add.. | Edit | Bemove |

¥ Enable tioadgast name resolution

Lize the following adapter to obtain DHCP, DNS, and WINS addiesses for
diial-up chents,

Adapter. ILﬂcam.:aa Connection :_I

10. In the Properties dialog box, click the PPP tab.
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11

11. Select all the check boxes.

MAGNUSS00-IMAGE (local) Properties 2=

Genersl | Securiy | IP FPP ILDQEF'IEI

Thaz sarver can uze the following Point-ta-Foint Protocol [PPF] aptions,
Remote access pobcies determine which settings are uzad for an ndividual
connechion.

[+ Multilink, connections

¥ Dwnamic bandwidth contiol using B&P or BACP
[+ Link cortral protacal [LEP) extensions
¥ Soitware compression

12. In the Properties dialog box, click the Logging tab.

13. If required, select the Log errors and warnings check box, and click
OK.

MAGNUSB00-IMAGE (local) Properties B x|

Gemrdi Semrityl IF i PPP  Loggng I

Sedact the event types you want looged:
" Log garors only

1% iLog erors and wamings

" Log all events

" Do ot log any events

[ Log additional RBouting and Remate Access infarmation [used for
debugging)

14. Close the Routing and Remote Access dialog box.
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Setting the Magnus 800 Computer as a PPTP Server (Optional)

There are two steps involved in this procedure:

Defining a PPP user

Enabling PPTP under RRAS

Defining a PPP User

1.

3.

From the Start menu, select Programs > Administrative Tools >
Computer Management.

From the Computer Management (local) tree, click Local Users and

Groups, and then click Users.
REE
B Bk acton Yew Window bk |l =]
& = | [1]HE & @
=] Computer Managesent (Locall = | | Mame | Full ame | Description
= iy Srstem ro-loh Aelindty sbor Budlt-ify sccount Fisr St
¥ {ES) Evenit Viewsew e Buslt-in sccount: For guest &
' ﬁ Phared Folders PCEDwvce MCE CTP Controller Elactr..,  Bult-i secount For TER{IP L
L __TME'N"’M ﬂr\efmte Femohe admindstrator Liser For remote support
i Grops fsurPoRT_36... Ch=Microsoft Corparation...  This i & vandor's aocourk fi
¥ | Pesformance Logs and Ak
_ﬂ [iawvich Manadger
= g Storage
[ R Remarable Storans

From the Action menu, select New User.

fction  Miew  Window

He

Mew \Window Fram Here

Refresh
Expork List. ..

Help
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4. 1In the New User dialog box, perform the following actions:

In the User name box, type ppp
In the Full name box, type ppp
In the Description box, type User for pptp

In both the Password and Confirm password boxes, type a unique
password.

The support center must know the password so that it can be used in the RSS

2 E Important: Update the support center regarding the password information.

settings.

Newuser 21|

Uszer name: EPPF‘

Eull rase: EF'F'P

Description: EU ser for pptp

Clear the User must change password at next logon check box.
Select the User cannot change password check box.
Select the Password never expires check box.

Clear the Account is disabled check bo.x

Pazsword; !---unu-
Confim password: i"“"'“ .
I_ [z !Tnn'.i chat ge password at rext lonon

¥ User cannct change password
¥ Password never expires
[~ Account is disabled

Click Create, and then click Close.
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5.

In the Computer Management window, right-click ppp, and select
Properties.

:‘: Cormpister Managenem _‘uggj
=) Fe Bckn Yew Wrdow Hep Pl T |
- OB xXFE @

Coamprter Manageenent {Local)
= s Srstem Tooks

O Grougs
- ] Perfermance Logs and Mlerts
BB, Device Manager
- Sorage
el (g5 Remcessbie Shorage
Dok Diefragmenter

w This is-a vendor's sccount For the -

o 1xilal | s
In the ppp Properties dialog box, click the Dial-in tab.

6.

7. In the Remote Access Permission area, click Allow access.

21|
General ] Member OF | Frofie | Enwironment | Sessions |
Remote contral I Teminal Services Profile Diial-in
 Remote Access Permission [Dial-in or VEN)

i Allow access

" Dery access

" Control access thiough Remate Access Policy
I Merify Caller-ID: |
Callback Oplions

8. Click OK and close the Computer Management window.
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Enabling PPTP under RRAS

1.

3.

From the Start menu, select Programs > Administrative Tools >
Routing and Remote Access.

Right-click Remote Access Policies, and from the New menu, select
Remote Access Policy.

—T_' Routing and Remoke Access i h

EN

> aE BBE

| =) Roting and Remobe Access | Remobe Access Polices
£ Server Status Name [ owat
= Fay MAENUS-IMAGE {local) = = & =
e -5y M5-RAS-Yend tches "~311 1
B petwork Interfaces ‘j il $
E Remaote Access Chents (0)
= Ports
# = IPRouting
Remote A Mew Remate Access Palicy

[¥ ] Remoate Sccess Loggin -

e ¥
Refresh
Export List..,

Mew Remote Access Pobcy Help

The New Remote Access Policy Wizard opens. Click Next.

Mew Remote Access Policy Wizard 3 x|

wWelcome to the New Remote
access Policy Wizard

Thig wizard helps you zef up a remote access policy.
which it & set of condilions that determine which
connection requasts sie giarted sccess by this serves

Ta cortinue, click Neut
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4. In the Policy Configuration Method screen of the New Remote Access
Policy Wizard, type PPTP connection in the Policy name box and
click Next.

Mew Remote Access Policy Wizard

Policy Configuration Method
The wizard can cieate a typical policy. or pou can create a cusiom policy.

Hoower do pows weank bor sat up this policy?
= Llze the wizard bo set up a typical policy for a common scenano
T Setup a custon pokcy

Type a name that describes this pobcy.

Folbicy name: IF'F'TF' eonnechion
E nample: Autherficate all VFH conneclions.

< Back

5. Inthe Access Method screen of the New Remote Access Policy Wizard,
click VPN, and then click Next.

Mew Remote Access Policy Wizard x|
Access Method ek
Palicy conditions are basad on e mathod used o gan access to the netwark. Illl’

Select the method of access for which you want to create a policy.

(oY= ]
Uze for all YPH connections. To cieate a pelicy fon 3 specific VPN vpe. 9o back 1o the
previows page. and select Set up a custom policy.

" Dialup
Use for dalup corneclions that use & kadilional phone Ine of an Integrated Services
Digital Metwark [IS0N] lne.

' Wirsless
Use for wirsdazs LAN connactions oy,

" Ethemet
Use for Ethemel connections, such & connections thal use 5 swleh,
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6. In the User or Group Access screen of the New Remote Access Policy
Wizard, click User, and then click Next.

Mew Remote Access Policy Wizard x|
Wszer or Group Access ok
‘'ou can grank accass bo mdnidwal uzers, o pou can grant access bo selected II"
QIO ]

Grant access based on the loloving

= Uges
Uses acoess pamizzicns are speciied in the uzer accounl.

" Group

[apceip name

Al |

7. In the Authentication Methods screen of the New Remote Access
Policy Wizard, select the Microsoft Encrypted Authentication version
2 check box, clear all the remaining check boxes, and click Next.

Mew Remote Access Policy Wizard

Authentication Methods
‘rou can zedect the authenticabon profocols you want this pobcy to support.

The lalowing protecals se suppaited by s winnirg Mizosolt Routing snd Remate
Access. If you use a dilferent remobe access server, make suie the: protocals you select
are supported by that softwars.

™ Estensible Authentication Protocel [EAF)

Tvpe [based onmethod of access and netwark, configuration]:

II"“:-'f::.'-:*i EAP [FEAR] ;I Configuie... |
¥ ‘Micozcét Enciypted Authentication version 2 [ MS-CHAPYZ §

Sedect thiz oplion if your uzers supply a passwond for suthentication.
™ Miciosoit Enciypted futhantication [ MS-CHAP |

ME-CHAP iz less sacure than MS-CHAPYZ. Select this option onle i vour netwark. funs:
operating systems that do not suppait MS-CHAP2.

< Back Met > Cancel |
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8. In the Policy Encryption Level screen of the New Remote Access
Policy Wizard, select the Strongest encryption check box, clear all the
remaining check boxes, and click Next.

Mew Remote Access Policy Wizard 3 |

Policy Encrpption Level L,
‘rou can select the levelz of encyplion that thiz profile suppoits. \ ’

Thee follessing encryption levels are supported by sarvers urning Microzolt B outing and
Remate Aceass, IF vou ute 5 diferent remobe sccess server, make sure the encyplion level:
you selected ace supported by that softwace.

I™ Basic encryption [PSec S5-bit DES ar MPPE 40-5i)
™ Swong encryption [PSec 56-bit DES or MPPE 55-hil]
¥ Strangest encryption IPSec Triple DES or MPPE 128:bit

9. In the Completion screen, click Finish.
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