creo

Configuring Microsoft Windows Server 2003 as a PPP Server for MCE
TCP/IP Serial Connection With Print Console

2006-01-04

Creo Inc.
3700 Gilmore Way
Burnaby, BC
Canada V5G 4M1
(604) 451-2700

Copyright 2006 Creo Inc. All rights reserved.




PPP SERVER SETUP

PAGE i

Revision History

Revision Date Author Comments

1st 10 Sep, 2004 | S. Stacey/J. Delgado | Document for Windows 2000 PPP server
setup revised for Windows Server 2003.

2" 13 Oct, 2004 | S. Stacey/J. Delgado | New screen captures and corrections. Added
information about Service Shell 2.6.

3" 18 Apr, 2005 | S. Stacey/J. Delgado | Revised information about creating user
account

4" 22 Nov., 2005 | S. Stacey/J. Delgado | Corrected information in Selecting an
Authentication Server

5" 04 Jan. 2006 |S. Stacey/J. Delgado | Removed step 2 in “Testing the TCP/IP

Connection” because telnet functionality is no
longer included in MCE firmware.

CREO INC. CONFIDENTIAL 1/4/2006



creo PPP Server Setup

CONTENTS

REVISION HISIOMY ...ttt et be e e e e s te e teesa e s beebeaneesreeteenee e i
L@ LT VT USRI USRS 1
1 Checking REQUITEIMENTS.......ccuiiieiiiie st erie ettt te st te et saaeste e e teesteennesneenreas 3
2 Verifying the Current System Configuration ...........cccooerereiiieniniesieee e 6
3 Configuring Firmware settings on the MCE DEVICE ........ccccvveieevieciieiieie e 9

3.1 Service and Production IP AQUIESSES ..........cceiiririeienieie e 9
4 Selecting an AUtheNtiCAtION SEIVET .........ccviiiiiiee et 10

4.1 Creating an MCEDevice Account on the Authentication Server.............ccccoovenenne. 10
5 Creating a NUIl MOGEM POM........cccuiiiiiiiic ettt 12
6 Configuring Windows Server 2003 @S & PPP SEIVEr.........ccoiiiiiniiieeene e 15
7 Editing the HOSTS flle....eiieiece e 26
8  Testing the TCP/IP CONNECTION ......ccuiiiiiiiieieiee it 27
e I (0101 o] (=1 T o] £ [ o USSR 29

9.1 Unable to Start ‘Routing and Remote ACCESS SEIVICE” .....ccovrvereerierireieseesieanens 29

9.2 Routing and Remote Access Server Stops Authenticating Dial-Up Networking

(O 17T o1 £ OSSR SRROR 30

9.3 Device Does Not Connect and Cannot Ping the MCE..........c..cccoveiiiiiiiciccien, 32

CREO INC. CONFIDENTIAL 2006-01-04



PPP SERVER SETUP PAGE 1

OVERVIEW

The purpose of this document is to help you set up a Print Console workstation that is
running Microsoft® Windows® Server 2003 as a point-to-point protocol (PPP) server.

Note: If you are using Service Shell version 2.6 or later, you can use the Service Shell
configuration wizard to set up Windows 2003 as a PPP server. If you are using Service Shell
version 2.4 or 2.5, you must use the procedures in this document.

When Windows Server 2003 is functioning as a PPP server, it can accept incoming
communications from:

e The MCE output device to which the workstation is connected (via communications
cable between two computers COM3)

e The modem that is used for remote support (typically through COM1)

To set up Windows Server 2003 as a PPP server, do the following:

Step Comments
Confirm that preconditions are met. See Sections 1 and 2.
Identify whether the Print Console workstation | To see whether the workstation/server is attached to
is part of a workgroup or domain. a domain or a workgroup, go to

Start>Settings>Control Panel>System>Network
Identification.

On the MCE device, configure the firmware See Section 3.
with an IP address, an account name, and a

password.

On the Print Console workstation, create a See Section 4.

new user account with the same account
name and password as in the device
firmware.

Create a null modem port. This enables communication over the RS-232 cables
that connect COM ports on the output device and the
Print Console workstation. See Section 5.

Create a remote access server. This configures Windows Server 2003 to function as
a PPP server. See Section 6.

Edit the HOSTS file to include the name and Print Console cannot query the device to find out its

IP address assigned to the MCE device. address. It finds the device name in its Registry. See
Section 7.
Test the connection. See Section 8.

How the devices communicate after Windows Server 2003 is set up as a PPP server

When the device firmware tries to establish an authenticated connection with the server over
serial COM3, it provides its IP address, account, and password. Windows Server 2003
compares the account and password with the account and password in its own user account
and authenticates the device. Print Console uses its registry and the HOSTS file to map to the
correct IP address to communicate with the device. PPP server setup affects only the
workstation serial port (normally COM3). The diagnostic port (normally COM4) has not
changed and still uses the same protocol to communicate with Service Shell.
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PPP server setup involves:

A workstation/server provided
by Creo

This is a Dell® workstation running Windows Server 2003.

This may be a new machine or a machine that has been in use at a
customer site and is now being set up as a PPP server for Print
Console version 3.1 or later.

One IP address to the
workstation

This connects the workstation’s network card to the local area
network (LAN).

This IP address must be configured before performing the
procedures in this document. It can be configured in the Local Area
Connection properties through the TCP/IP protocol.

An MCE output device

The device must have firmware that supports TCP/IP. Check the
latest controlled release for the device.

A modem

A modem is required for remote support.

Three unique, consecutive,
static IP addresses per MCE
device

These addresses are required for configuring the network component
of the incoming connection or remote access server. All their
properties must be the same.

e The first address is for the workstation socket
e The second is for the RAS modem

e The third is for the output device, and is the IP address that must
be entered in the HOSTS file

Note: Using DHCP to automatically assign TCP/IP addresses to the
device is not supported.

Second of three
consecutive IP
addresses

Print Console
workstation

Output device

First of three

consecutive IP
addresses Third of three

consecutive IP

addresses

Components that require an IP address for PPP server setup

Setup Scenarios

There are several different setup scenarios:

e New workstations are already configured for the PPP Server. All you need to change are
the IP addresses, Networking Properties, and Device Address.

e Workstations that have Service Shell version 2.6 installed can use the Service Shell
configuration wizard to set up Windows 2003 as a PPP server. If you have a workstation
with version 2.4 or 2.5 installed, you must use the procedure in this document.
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Setting up Microsoft Windows Server 2003 as a PPP Server

Step Where to find Workgroup Domain
information
New Field
machine | machine

Preconditions: Customer’s IT \ \ \
e Get administrator privileges for the department

machine (and domain administrator

privileges if the workstation is attached

to a domain)
e Configure an IP address for the

workstation.
e Verify that Print Console and Service

Shell are installed on the workstation.
e Get three consecutive IP addresses
Verify output device capability Section 1 \ \ \
Verify current system configuration Section 2 \ \ \
Configure the firmware on the MCE device | Section 3 \ \ v
Create a new user called MCEDevice on the | Section 4 May be \ N/A
local machine done
Create a Null-Modem port Section 5 already \ \
e Set up remote access using the Routing | Section 6 \ \ v

and Remote Access Server (RRAS)

setup wizard
e Configure remote access properties.
e Configure log files.
e Configure remote access policies.
Edit the HOSTS file Section 7 \ \ \
Test the connection Section 8 \ \ \

1

CHECKING REQUIREMENTS

Microsoft Windows Server 2003 Server

Print Console version 3.17 or higher

Prinergy 2.1 or later

MCE Device firmware that supports TCP/IP. Creo has adopted TCP/IP as its standard
and it will be used for all future products and features. To check whether the firmware
supports TCP/IP, use the Service Shell Client and type the command Net Status, Help Net
Set Net. The results should match the information below (results may not be exactly as
shown, depending on the version of firmware).

TSSPENG>> net status

Net Interface Port Information:

Port Type: SERIAL
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Serial Port Id: 53

Baud Rate: 57600
Protocol: PPP Client
Protocol Link: Down

Net disabled: FALSE

*** Command Complete

TSSPENG>> help net

net status

net newaccount <n> <name>

<n>

<name>

net newpassword <n> <password>
<n>

<password>

net <on|off>

<on]off>

*** Command Complete

TS>> set net

PRM net parameters:

Group

Parameter Active

Net Interface Status

Which account number to update

Update the account name

Which account number to update
Update the account password
Net Subsystem Commands

<on]off>

Default units

net

net

net

net

net

IpAddress

NetMask e

Gateway

AccountName

NetDisabled false

*** Command Complete

false
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e TMCE Board with ECO 810 implemented. Check this using one of the following
methods:

Check the revision level on the board label. It should be at least TMCE 10-
4766A-C.

In the Service Shell Client, type TS>> list version
Version Information:

FW: TSMCE Jul 09 2002 18:07:18

Version: 1.03.04 Build No: 00409

Built using Baseline #2399 - Jun 06 2002

HW: Master Control Electronics Hardware Board (MCE)

MCE PCB Version is 04 or higher

MCE PCB Population Option Number 01, 02
Xilinx Version: 1.05

Machine Serial Number: **Not Available**

Visually inspect the MCE board for:

Jumper wire between pins 1 and 7 on serial port connectors J37, J38, J39, and
J40.

Jumper wire between pins 1 and 2 on J35, which is the version register.

(All jumper wires are soldered on the rear side of the board. On the latest boards,
the jumpers are an integral part of the board).

CREO INC. CONFIDENTIAL 2006-01-04



PPP SERVER SETUP PAGE 6

2 VERIFYING THE CURRENT SYSTEM CONFIGURATION
1. Right-click the Service Shell icon.
Click Stop Service Host.

Stark Service Host
Stop Service Hoslk

About

T "ol 2atem

3. The Digi ClassicBoard 4 PCI W2K driver is preloaded in the ghost OS image. Use this
procedure to verify that the driver is correctly loaded and that COM3 to COM6 exist:

e Right-click the My Computer icon on the desktop and select Manage.

e In the left pane click Device Manager and in the right pane double-click Multi-
port serial adapters.

e Verify that the PCI adapter appears—this could be the Digi ClassicBoard 4 PCI
or the Digi AccelePort 4p PCI adapter.

O Computer Management

| action view | & = |[Bm|E 2|8
Tree| [ 2 sosezsoon

&5 1394/Scsi Printer
Computer
& Disk drives

stem Tools
Event Yiewer

_ Display adapters
Petormance Logs and et B o
o i 2 Floppy disk controllers

Shared Folders
3 Floppy disk dri
} Device Manager oppy disk crives

) Local Users and Groups 52 IDE ATA/ATAPI controllers
=1 & storage #3 Keyboards

- ° ™3 Mice and other pointing devices

* I Disk Defragmenter -2

i =3 Logical Drives 4 Modems

: & [@ Monit

- (1 Disk Management (Dell gpes | ) = Monitors

& Removable storage
{2 Services and Applications

H3 Network adapters
Y ports (COM & LPT)
2@ SCSI and RAID controllers

und, video and game controllers
¥stem devices
N I I
[
O computer Management o [=] 3}
] action | yiew || & + | E[m &2 ]88 ® |
Treel =42, MCESPECTRUM

B
[E] computer Management (Lacal} La34/5csl Printer
-3 Computer
ik, System Tools . N
. ‘D Disk drives
{2 Event viewer 5
: . (-3 Display adapters
%) System Information :
: £} DVD/CD-ROM drives
-&i| Performance Logs and Alert: .
Shared Folders 2 Floppy disk controllers
% ‘=3 Floppy disk drives

+-- 2 Device Manager

¥ [ IDE ATA/ATAPIL troll

Local Users and Groups % - boarﬂ; ATAPL controlers
=5 Storage vl

™ 1 Disk Management Mice and other pointing devices

: 428 Modems
I Disk Defragmenter & Monitors

(=30 Multi-port serial adapters
& 1IDigi AccelePort 4p PCI Adapter (Digi0D00).
(-5 Network adapters
- ports (COM & LPT)
48 SCST and RAID controllers
& Sound, video and game controllers
-3 System devices

+-=3 Logical Drives
{5 Removable Storage
{22 Services and Applications

T I |

e Right-click on Digi ClassicBoard 4 PCI or Digi AccelePort 4p PCI and select
Properties to open the device properties window.
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e Select the Advanced tab.
e Verify that Ports 1-4 are mapped to COM3-COMBG6 as shown in the next pictures.
Note: Depending on your setup, this window may look different.

General Advanced | Driver | Resources |

Selected port:

Fol 1 5 COM3 Change COM Mumber

Part 2 -» COM4 To change the COM number for the selected

Part 3-» COMS port, enter the new number, then click the "'Set

Port 4 -» COME COM Mumber” button,

COM |3
Set COM Mumber

—FIFD Setting:

Tao modify FIFD settings, select port above and FIFD Settings.
click the "FIFO Settings..." button.
[~ COM Mumber Enumeration

To renumber all ports in ascending order, CoM |3

enter a new starting COM number in the box,

then click the "Enumerate 41l Ports' button Erumsrate &l Ports
Renumbering begins with the first port,

oK I Cancel Help

Digi AccelePort 4p PCI Adapter {Digi00D00) Properties 21 x|

Genera Advanced |Dnver | Resources |

[E8 Digi AccslePart 4p Infarmation
=2 comMz
& Poit 2
& Port 3 Close Timeout: 25
& Pt Camplete When Sent Enable: OIf
Alt Pin Enable: Of
Add.. Hemave: Properties.. | ‘mb Wersion: 402292

I
oK INEan:el | Hee |

e For the Digi AccelePort board verify the driver version is 4.0.229.2 or higher.

Digi AccelePort 4p PCI Adapter (DigiD000) Properties x|

Genelall Advanced  Driver |Hesources|

MD Digi AccelePort 4p PCI &dapter (Digi0000]

Driver Provider:  Digi Intermnational
Driver Date: Mot available
Driver Wersion: 402292

Digital Signer. Mot digitally signed

To view details about the driver files loaded for this device, click Driver
Details. To uninstall the driver files for this device, click Uninstall To update
the driver files for this device, click Update Driver.

Driver Details. . I Uninstal Update Driver... |

ok | cenel | e

4. ldentify the port used for Print Console.
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5. Verify that Routing and Remote Access service is running by double-clicking Routing
and Remote Access and confirming that service is Enabled, Automatic, and Running.

LI computer Management

| action iew H & -

ElEEEEE

=10l x|

Tree| Fame 7

[ Description

£, System Tools
Event Yiewer “aRemate CMD Service
) system Information  |%sRemote CTP Service
ﬂ Performance Logs and . %Remute Procedure Call (RPC)

Shared Folders

Device Manager %Remute Registry Service
Local Users and Groups %Remﬂvame Storage

Storage “Routing and Remote Access

K Disk Defragmenter S83RunAs Service
= Logical Drives s Security Accounts Manager
(2 pisk Management (Dell |g

& Removable Storage
=38 Services and Applications

H Telephony Sycmart Card
44 WMI Control %8 Smart Card Helper
4y Services SR SNMP Service

B9 Indexing Service s GNMP Trap Service
Internet Information 5 |"Ea5ystem Event Notification
Routing and Remote Ac %Task Scheduler

Remote Procedure Call (RPC) Locator

%Simple Mail Transport Protocol (SMTP)

Creates an...

;! Computer Management (Loca %Remute Access Auto Connection Mana... Creates ac.

Remote Access Connection Manager

Provides th...
Manages th...
Allows rem...

Stores secu...
Provides RP...
Transports ...
Manages an...
Provides su...
Includes ag...
Receives tr...
Tracks syst...
Enables a pr...

4 | I || K

TCP/IP NetBIOS Helper Service Enables sup...

Status

Started
Started
Started
Started

Started
Started
Started
Started
Started
Started
Started

Started

Started

Started
Started

Startup Type +

Manual

Manual

Automatic
Automatic
Automatic
Manual

Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Automatic
Manual

Manual
Automatic
Manual
Automatic
Automatic
Automatic

Routing and Remote Access Propetties (Laca

General | Log On | Recovey | Dependencies |

Service name: Remotedccess

2x]

Display name IHDuling and Remote Access

Description IDFfers fouting services to businesses in local area and v

Path to executable:

CAWINNT S pstem32hsvehost exe -k netswes

Startup type Automatic

=]

Service status:  Started

St | S| Pause

Aesumz |

YYou can specify the star parameters that apply when you start the service

from here.

Start parameters |

oK Cancel

6. Click OK.

If you are running Service Shell version 2.5 or later, you should see the following:

File Edit Format Help

& creo_des - Notepad

=101 %]

Thursday, August 28, 2003, 15:02:27
wHwnun DO NOT EDIT Wewwww

This file was auto generated by service Host configuration utility

[systemInfo]
SystemModel=Trendsetter II 400 spectrum {MCE:THLl.x}
[WORKSTATION]
Type=ws

Mumber=2
rconaddress=0.2.0
[Deviceinfa]

Type=SwCHOST
Mumber =1
rconaddress=0.1.0
[MCE]

Type=MCE

Mumber =1
asciichannel=1
Monitor=ASCII

CREO INC. CONFIDENTIAL
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If you are running a version of Service Shell earlier than version 2.5, in the Service
Shell\bin\creo_deviceinfo.ini file, check that the rcon address for the MCE device has
been commented out. If not, add a semicolon to comment it out as shown. If Print
Console is installed later, the installer detects that it is already commented out and will
not make any further changes.

& creo_deviceinfo.ini - Notepad 1ol |

File Edit Format Help

[MPE]
Type=Terminal
Mumber=1
asciichannel=1
Monitor=ascii

[MCE]

Type=MC
Humber =
; rconad

Monitor=ascii

[TFx]
Type=Terminal
Mumber =2
msciichannel=2
Monitor=ascii

1] | P

3 CONFIGURING FIRMWARE SETTINGS ON THE MCE DEVICE

Use the Service Shell client to configure the firmware on the MCE device.

1.

Set the “active” values for IPAddress, AccountName and Password for the MCE by
typing the following diagnostic monitor commands:

set net IPAddress "123.456.789.2 " (use the third of three consecutive IP

addresses supplied by the customer)
net newaccount 1 MCEDevice
net newpassword 1 CreolSpot

Type set net at the MCE diagnostic monitor. You should see:

TS>> set net
PRM net parameters:

Group Parameter Active Default Units
net IPAddress "123.456.789.2" nn
net NetMask nn nn
net Gateway nn nn
net AccountName "MCEDevice" nn

*** Command Complete

Note: The password will not appear.

3.

Reset the MCE device:

TS>> reset

3.1 Service and Production IP Addresses

IP addresses for service and production only:

169.254.255.100 to 169.254.255.110

CREO INC. CONFIDENTIAL 2006-01-04
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4 SELECTING AN AUTHENTICATION SERVER

This step determines the name of the computer on which Windows will authenticate the
connection (compare the account and password with the account and password provided by
the output device). You must decide whether authentication will take place on a workstation
or in the domain, and then create a registry entry and an MCEDevice account on the
appropriate server:

If you are authenticating the connection on the local workstation (recommended), create
this registry entry on the local workstation:

HKEY_LOCAL_MACHINE \ SYSTEM \CurrentControlSet \ Services \ RasMan \
PPP \ ControlProtocols \ BuildIn \ DefaultDomain = [name of local workstation]

(Note: If the customer wants operators to authenticate with the domain controller, that is
done in the usual way, but the device will authenticate with the local workstation.)

If you are authenticating the connection on the domain, ask the network administrator to
create this registry entry on the domain controller:

HKEY_LOCAL_MACHINE \ SYSTEM \CurrentControlSet \ Services \ RasMan \
PPP \ ControlProtocols \ BuildIn \ DefaultDomain = [name of domain controller]

Create an MCEDevice account on the same computer on which you created the registry
entry (above).

If you are authenticating the connection on the local workstation (recommended), create
the MCEDevice account using the procedure in section 4.1.

If you are authenticating the connection on the domain, ask the network administrator to
create an MCEDevice account with these properties on the domain controller:

Username: MCEDevice
Password: CreolSpot
Properties: Account is enabled

Account is not locked out

User must change password at next login = FALSE

Password never expires = TRUE

RAS access = Defined by Remote Access policy

4.1 Creating an MCEDevice Account on the Authentication Server

The MCEDevice user account may have already been created on the machine. If not, you
must create it now. If you are creating the MCEDevice user account on the local machine
(recommended), use the following procedure.

CREO INC. CONFIDENTIAL 2006-01-04
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Create a new user account:
1.
2.

Right-click the My Computer icon on the desktop and select Manage.

Double-click Local Users and Groups, right-click Users, and click New User to set up a
user account for the connection.

& Computer Management

Batiom

Tree |

[B] Computer Management (Loca
s System Tosks.
Frrrt Viewer Guest

Sysben Tnlarmation glm_wzr. Inkernet Guest Account

1

Perlirmance Logs sl Alwet:

Device Manager
Local Users and Grougs

pee || = E@ DGR

=lol =]

Pame

Sluared Frkders

Adirastrat..
Creverice  CreoService

TWAM WK Laursch T8 Process Ax...
PCOperator  PCOperator
Tslntermeti.. Tsinternetiser

Built-in account for adman
Built-in account for guest

Built-in sccount for anonys
Buill-ins s seank Fae Daberrs

This user account is used |

Enter the user information shown below. Make the password CreolSpot, clear User
must change password at next logon, and select Password never expires.
OO

User name: [MCEDevice

Full name:

Desciiption,

IMEE CTP Controller Elsctronics

IBulIt—ln accaunt far TCP/IP between MCE and WS

Password:

g Confim

HRARRRRAE

) Ixxmxxxxx

™| Wser must channe password &t nestlogon

™ User cannot change passward

™ Account is disabled

4. Click Create.

5. Close the window.

Edit the Dial-in properties for the new user account:

1.
2.

Right-click the My Computer icon on the desktop and select Manage.

Double-click Local Users and Groups, then Users, and select the MCEDevice user
account.

In the Dial-in tab, Remote Access Permission (Dial-in or VPN) area, select either
Allow access or Control access through Remote Access Policy.

In the Callback Options section, select No Callback.
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MCEDevice Properties

Remaote control I Terminal Services Profile

2]

General I Member Of I Prafile | E rwsiranment | Seszions |

Diakir

— Remote Access Permizzion [Dial-in or WEM)
 Allow access
" Deny access

% Control access thiough Femote Access Policy

™ ey Caller-D;

r— Callback Options
& Mo Calback
¢ Set by Caller [Fouting and FBemate &ccess Service only)

i Alwavz Callback to: I

[~ Zssign a Static IP Address I

T &pply Static Routes

Define rautes ta enable for this Dial-in St Bl |
connection.

1] I Cancel |

Apply

5. Click OK.

5 CREATING A NULL MODEM PORT

Note: If this is a new machine, the null modem port may have been created before the

workstation was shipped.

1. Select Start > Settings > Control Panel > Phone and Modem Options.

Select the Modems tab and click Add.

2
3. Select Don’t detect my modem; I will select it from a list and click Next.
4

For modem type, select Communications cable between two computers and click

Next.

Add/Remove Hardware Wizard

Install New Modem

&?‘\ Select the manufacturer and model of your modem. If your modem is not listed, or if pou
s have an installation disk. click Have Disk.

Manufacturers Models

(Standard Madem Types) Al Toormr i e bl tromers Toi CompUrers

3Com Standard 300 bps Madem

M Stardard 1200 bpis Modem

Aceex Standard 2400 bps Modem

Acar < | tandard 3600 bps Modem

ST _’l_l Standard 14400 bps Modem i
N hancocd 1900 b Mo

Have Disk...

<Back [ Mew> | cancel |

5. Select the COM port that is being used for the PPP Server port. This is the same port that

you verified earlier (usually COM3).

CREO INC. CONFIDENTIAL
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Add/Remove Hardware Wizard
Install New Modem ha
Select the ports] pou want ko install the modem on,

“rou hawe selected the following modem:

IEommumcal\ons cable between two computers
~
3 On which parts do you want o install 2
Al ports
& Selected ports

< Back I Mext > I Cancel

6. Click Next and then click Finish.
7. With Communications cable between two computers highlighted, click Properties.

Phone And Modem Options x|

Dialing Rules Modems |Advanced|

@ The following modems are installed;

Madem Attached Ta |
*Com

puters  COM3

tdd.. | Remave | Properies |

oK | camcd | e |

8. Inthe Modem tab, set the Maximum Port Speed to 57600.

Communications cable between 2 x

General | Dlagnosl\csl Advan:edl

Port.  COM3

= Speaker valum:

i~ Dial Cantral

™/t for dizl tene before didling

Cancel

9. Inthe Advanced tab, select Change Default Preferences.
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Communications cable between bwoel 2%

Genauall Diagnostics AdvaﬂcEdl

Extra Setting:

Eutra initialization commands:

Change Default Preferences.
0K Cancel I

10. In the General tab, Data Connection Preferences section, configure Port Speed as
57600 and Flow Control as None.

Communications cable between two ol 2|

General | Advanced|

i~ Call preferenc:

™| Dperatar assisted [manual] disl

I Discormect s callit i for more than [ mine
Cancel the call if not connected within I_ sECE

i~ Data Connection Preferences

Port speed  |EBEN

Data Protocol j'
Compression =
Flow control |None d

Cancel

11. In the Advanced tab, Terminal Window section, clear both check boxes.

12. In the Hardware Settings section, set Data bits as 8, Parity as None, and Stop bits as 1.

Communications cable between two col x|

Gereral Advanced |

— Teminal ‘Windi
™ Bring up teminal window before dialing

™ Bring up teminal window after disling

~ Hardware Setting;

Databits: |8 =l
Parity: | Mone b

Stop bits: |1 =]
Wodulation: 2

Cancel

13. Click OK three times to exit all windows.
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6 CONFIGURING WINDOWS SERVER 2003 AS A PPP SERVER

In this procedure you will configure the Print Console workstation to act as a remote access
server, using the Routing and Remote Access wizard in Windows Server 2003. This
includes:

e Using the Routing and Remote Access (RRAS) tool to set up remote access. See page
15. The Incoming Connection configuration and RRAS configuration are mutually
exclusive. If the workstation has already been configured for Incoming Connection,
that configuration must be deleted.

e Configuring remote access properties. See page 19.
e Configuring the log file. See page 22.

e Ensuring that Remote Access Policies do not conflict with the properties you
configured for remote access. See page 23.

Note: Currently, Domain Configuration using DHCP is not supported.
You will need to provide IP addresses for the remote clients. Scenarios may include:

e A workgroup with a range of addresses provided by customer—with or without access to
the rest of the customer's corporate LAN.

e A domain with a range of addresses provided by customer—with or without access to the
rest of the customer's corporate LAN.

The exact configuration for the workstation depends on the customer’s requirements and
needs. For security reasons, workstations leaving Creo are configured as servers within a
workgroup. They have non-routable addresses and callers cannot access the rest of the
customer’s corporate LAN. The TCP/IP addresses shown in the procedures are not valid
numbers and must be changed to meet the customer’s specific requirements.

Note:

e Inan MCE with TCP/IP connection to the workstation, do not use the directions in the
operating system’s installation document to configure the Remote Access Server. This
will interfere with the MCE connection. Use the procedures in this document for all RAS
settings.

e Before performing the procedures in this document, configure an IP address for the PPP
server’s connection to the LAN.

e You will need three more IP addresses (in addition to the one for the server’s connection
to the LAN) for the procedures in this document. These addresses must be consecutive.
The first address is for the workstation socket. The second is for the RAS modem. The
third is for the output device, and is the IP address that must be entered in the HOSTS file
and in the firmware.

To set up remote access:
1. If an Incoming Connection has already been configured, delete it.

2. Select Start > Programs > Administrative Tools > Routing and Remote Access.
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3. Select the local machine, right click, and select Configure and Enable Routing and
Remote Access. (Before configuration, it will have a red arrow pointing down.)

S Routing and Remote Access o [=] eS|
| action  view H & =

Tres | JOSEAWS (local)
& Routing and Remote Access

. % Server Status @ Configure the Routing and Remote Access Server
10=Cs (o

‘& and Enal g and R

Disable Routing and Remate Access s, on the Action menu, click Configure and Enable Routing and Remotz
Al Tasks 3

Wiew » | @ Routing and Remate 4ccess server, see online Help,

Delete
Refresh

Properties

Help

Routing and Remate Access Configuration Wizard [

4. The Setup Wizard dialog opens. Click Next.

g and Remote Access Server Setup Wizard x|

Welcome to the Routing and Remote

Access Server Setup Wizard

This wizard helps pou set Up pour serer so that pou can
connect to other netwarks and allow connections from

remate clients.

To continue, click Nest

Bk [ Nests | Cancal |

5. Inthe Configuration dialog box, select Remote Access (dial-up or VPN) and click Next.

Routing and Remote Access Server Setup Wizard

Configuration
“You can enable any of the following combinations of services, or you can
customize this server.

& Hemote acosss [diskup or VPR

Allow remote clients to connect ta this server thiough etther a dial-up connection or a
secure Vitual Private Metwork (VPN] Intermet connection.

 Network address translation [NAT]
Allow internal clients to connect to the Intemet wsing one public IP addiess
 Wittual Private Metwark [WPN) access and MAT

Allows remote clisnts to connect to this server through the Interet and local clients to
connect ta the Intermet using & single public IP address.

€~ Secure connection between bwo private networks
Cannect this netwark o & remote network, such as a branch office.

' Custom configuration
Select any combination of the features available in Routing and Remate Access.

For mare information about these options, see Bouting and Remote Access Help.

cBock [ Mews | coneel |

6. Inthe Remote Access dialog box, select Dial-up and click Next.
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Routing and Remote Access Server Setup Wizard

Remote Access =
“Tou can set up this server to receive both dialup and WPMN connections. @

I~ ¥PN

AWPN server [also called a VPN gateway] can receive connections from
remote clients through the Intemet

F Diakhuet

A diskup remote access server can receive connections drectly from
remote clients through dial-up media, such as a modem,

s

< Back I Mext» I Cancel |

7. Inthe IP Address Assignment dialog box, select From a Specified Range of Addresses

and click Next.

Routing and Remote Access Server Setup Wizard x|
IP Address Assignment e
You can select the method for assigning IF addresses to remale clents. g;

How do pou want I addresses to be assigned to remote clients?

I Automatically

IF you use & DHEP server to assign addresses, confitm that it is configured properly
IF you da ot use a DHEF server, this server wil generate the addiesses.

<Back [ News | Cancel |

8. Inthe Address Range Assignment dialog box, click New.

Routing and Remote Access Server Setup Wizard il
Address Range Assignment e
“You can specily the addiess ranges thal this server will use 10 assign sddresses m[% &J

remate clients.

Enter the address ranges [static pools] that you want to use. This server will assign all of
the addresses in the first range before continuing to the nest.

Addiess ranges:
From | To ‘ Number |

Mew... Edlt... Dielete

< Back I Iest > | Cancel |

9. Inthe New Address Range dialog box, enter the first of the customer’s three consecutive
IP addresses in Start IP address and the third of the three consecutive IP addresses in

End IP address.
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Type a starting IP address and either an ending IP addrezs or the number of
addrezzes in the range.

Replace these numbers with

Start IP address: 169 . 284 . 285 100 .
e | <j numbers specified by the customer.
End IP address: I 169 . 254 . 255 . 104

MHumber of addresses: I 3
Ok I Cancel |

If this procedure is being done before shipment to the customer, see page 9 for the range
of IP addresses for service and production.

10. Click OK.

Routing and Remote Access Server Setup Wizard il
Address Range Assignment e
“You can specil the address ranges thal this server will use [0 assign addresses to &J

remate clients.

Enter the address ranges [static pools] that you want to use. This server will assign all of
the addresses in the first range before continuing to the nest.

Addiess ranges:

From | To ‘ Number |
169.254 255100 169.254.255.102 3
Mew... Edlt... Dielete

< Back I Hext> I Cancel

11. Click Next.

12. In the Managing Multiple Remote Access Servers dialog box, ensure that No, use
Routing and Remote Access to authenticate connection requests is selected.

Routing and Remote Access Server Setup Wizard

Managing Multiple Remote Access Servers
Connection requests can be authenticated locally or forwarded to a Remote

Authentication Diakin User Service [R&DIUS) server for authentication

Although Routing and Remate Access can authenticate connection requests, large
networks that include multiple remote access servers often use a RADIUS server for
central authentication

IF you are using a RADIUS server on your network, you can set up this server to forward
authentication requests to the RADIUS server

Do you want to set up this server to work with a BADIUS server?

¥ Mo, use Routing and Remote Aiceess o authenticate connection requests

1 Yes, set up this server to work with a RADIUS server

< Back I Mext» I Cancel

13. Click Next.
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Routing and Remote Access Server Setup Wizard

Gompleting the Routing and Remote
Access Server Setup Wizard

*You have successiully configured this server as a remate
BCOESS SEIVEL

Summary:

To clase this wizard, click Finish

R4S clients are assigned o the following netwark for = |
addressing: Local Area Connection.

Client connections are accepted and authenticated using:
emote access policies for this server.

For more infarmation about managing remate access servers,
see Houting and Hemote Access Helg.

=

< Back I Finish I Cancel

14. Click Finish. An error message may appear stating it is not able to add this computer to

15.

the list of valid remote access servers in the Active Directory.

Click OK. You should see the Routing and Remote Access window. The local machine
will now have a green arrow pointing up to indicate that it has been set up for remote

access. You must now configure remote access properties for the local machine.

2 Routing and Remote Access

Fle Action Yiew Help

=101 %]

&= AEXEE| 2

E_ Routing and Remate Access
Server Status

=
1= AppleTalk Routing

B Ports

=& 1P Routing

B General

- EL Static Routes

L DHCP Relay Agent
BTGNP

5§ Remote Arcess Policies

-] Remote Access Logging

B Remote Access Clients ()

DELL-FLOATER! (local)

Routing and Remote Access Is
Configured on This Server

This server has already been configured using the Routing and
Remote Access Server Setup Wizard, To make changes to the
current configuration, select an itam in the console tree, and then
on the Action menu, click Properties.

For mare infarmation about setting up a Routing and Remate
Access, deployment scenarins, and troubleshaating, see Routing
and Rernote Access Help.

To configure remote access properties:

1.

Right-click the local machine and select Properties.

ol
| Action  view ‘J@#\\X‘@ |

Tree I

STWORKSTATION (local)

E__ Routing and Remote Access
: Server Gtatus

= AppleTalk Routing

B Ports

B I SIS IS rigure and Enable Routing and Remote Access

Disable Routing and Remote Access

Name
"= appleTalk Routing

B Remote Access Clie

& 1P Routing
5% Remote Access Pol

[=-{_]] Remote Access Log

All Tasks 3
View »
Delete

Refresh

Export List...

la?
Help

[Opens property sheet for the current selection,
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2. Leave the General tab at Remote access server.

DELL-FLOATER1 {local) Properties 2|

General | Secuiy | P | AppleTalk | FPP | Logging |

% Routing and Remote Access

Enable this computer as a

I™ Hiouter
& Lacal area netiork (LAH] routing orly
£ 14N and demend dial routing

¥ Remote access server

’TI Cancel I Apply I

3. On the Security tab, click Authentication Methods and select these check boxes:
e Microsoft encrypted authentication version 2 (MS-CHAP v2)
e Microsoft encrypted authentication (MS-CHAP)
e Encrypted authentication (CHAP)

e Unencrypted password (PAP)

The server authenticates remate systems by using the selected methods in
the: order shown below.

™ Extensible authentication protocol [EAP]

EAP Mathods...

¥ Microsoft encrypted authentication version 2 (MS-CHAP v2)
¥ Microsoft encrypted authentication (MS-CHAF)

¥ Encrupted authentication [CHAR]

™ Shiva Password Authentication Protacel (SPAP)

¥ Unencrypted password [PAP)

Unauthenticated accs

’V ™ Allow remote systems to connect withaut authentication

Cancel

4. Click OK and ignore the warning message.

5. Inthe IP tab, select Enable IP routing, Allow IP-based remote access and demand-
dial connections, Static address pool in the IP address assignment area, and Enable
broadcast name resolution.
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DELL-FLOATER1 {local) Properties . 21x|

General | Secuiy 1P| AppleTalk | PPP | Logging |

¥ Allow IP-based remete access and demand-dial connections

IP address assignment
This server can assign |P addresses by using:

" Dynamic Host Configuration Protocol (DHCF)
® Static address pool

Fiom | To [ Number | P Addre... | Mask |
163254 169254 3 163254, 255255
Add... I Edit... | Hemave |

W Enable broadeast name resolution

0k | cencel | spob |

6. Accept the default settings in the AppleTalk tab.
7. Select all check boxes in the PPP tab.

STWORKSTATION (local) Properties 2l
General] Securtn| 1P | NetBEUI | AppleTak PP | EventLogaing |

This server ca use the fallowing Pointto-Paint Protocol [PPP) optians
Remote access polisies determing which setfings are used for an individual
connection.
[ ultink connections

I¥ Dynanic bandwidth control using BAP or BACP R
[¥ Link contral pratocel [LCP) extensians

¥ Software compression

ok | Cencel Apply

8. Inthe Logging tab, select settings based on the customer’s preferences. Creo
recommends selecting Log errors and warnings.

DELL-FLOATER1 (local) Properties E 21x|

Goneal | Secuiy | P | AppleTak | PP Logding |

Select the event types you want loggect
© Log grrors only

& iLog emors and warrings

© Lgg all events

Do hot log any events

I™ Log additional Bouting and Remote Access information (Lsed for
debugging)

Ta view the information contained in these lags, open the
windiiracing direclory.

[ ok | camwel | oy |

9. Click OK and then click Yes in the following message:

Routing and Remote Access 5[

Vou selected one or more authertication methors, To ensure that each method is correctly configured for the remote
T\ accese, policy, and domain levels, Follow the step-by-step procedures in Help.

Do you wank: ko view the corresponding Help topic?

Yes Mo
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To set up log files:

1. Highlight Local File, right-click, and select Properties.

ol
| action vew || & = [E1m B2 |
Tree | | Remote Access Logging
[E Routing and Remote Access 'E'J'Ji"'J Method [ Description

Server Status = Local File D:\WINNT system32'LogFiles

- [) STWORKSTATION (local)
T AppleTalk Routing
B Ports
B Remote Access Clients (0)
£ 1P Routing
27 Remote Access Policies

W JRemote Access Logging:

2. Inthe Settings tab, select Log authentication requests.

CTTT— i
Settings | Log File |

Log the follawing information:

™ Agcounting requests [for example, accounting start or stop)

v Huthentication iaquests [ior example, access-accapt of accessTejecth

I™ Perigdic status (for example, interim accounting requests)

ok | Cencel | ek |

3. Inthe Log File tab, in the Format section, select Database compatible. In the Create a
new log file section, select When log file reaches this size and enter a size in the MB
box (suggested size is 5 - 10 MB).

Local File Froperties 2l

Seltings  Log File |

Mame: laslog.log

Directory:
CUwINDOWS spstemaZ\LogFiles Brawse...
Format:

fal ™)

@ Datahass-compatible

Create a new log file:
© Daily
 Weekly
" Monthly

" Mever [unlimited file size)

& Bhenlag fie teaches This sizej [0 ME

[v ‘when disk is full delete older log files

oK I Cancel Apply

4. Click OK.

CREO INC. CONFIDENTIAL 2006-01-04



PPP SERVER SETUP

PAGE 23

To configure Remote Access Policies:

1.

Double-click the policy for remote access.

2 Routing and Remote Access (=] 3]

Eile  Action Wew Help

esa@ DB @

(B Routing and Remats Access Remate Access Polices
% Server Status Name Torcer |
= [ DELL-FLOATERI (local) ZF Connections o Microsoft Routing and Remots Access server 1

] AppleTalk Routing

E Parts

E8 Connections to other access servers z

E Remaote Access Clients (0)
-2 IF Routing
E General
E Static Routes
B DHCP Relay Agent
B 1GHP

{1 Remoke Access Logging

Remove the default policy condition and then click Add.

Connections to Microsoft Routing and Remot 2x|

Sellings

Specify the conditions that connection requests must match,

agd. | Edn Remove

IF connection requests match the conditions specified in this policy, the
associated profile will be applied to the connection.

Edit Profile.

Unless individual access permissions are specified in the user profile, this
policy controls access to the network.

If a cannection request matches the specified conditions:
& Deny remote accsss pemission

" Grant remole access pemission

T e |

Select an attribute and click Add.

Day and Time Restrictions is the only attribute that makes sense for the purpose of

setting up a PPP server.

Select the type of attribute to add, and then click the Add button,

Attribute types:

Hae: [ Description

Called Station1d Fhone number dialed by user

Caling-Station{d Phone number fram which call ariginated

Client-Friendly-Mame Fiiendly name for the RADIUS client. (125

ClientIP-Address IP address of RADIS client, (145 only)

Client-Vendor Manufacturer of RADIUS prosy o NAS.
Tim P Time perinds and days of week duing wh

Framed Frolocol The protorel to be used

A Idenifier Stiing idenlifying the NAS originaling the 1

MASP-Address IP address of the MAS ariginating the req:

HAS-Parl-Type Type of physical part used by the NAS ar

Service Type Type of service user has requested

Tunnel-Type Tunneling protocaks to be used

Windows-Graups Windows groups that user belangs to

< | |

Add.. Cancel
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4. Select the Time of day constraints and click OK.

Time of day constraints x|
Cancel |

€ S €
12-2-4-6-8-10-12- 2+ 4- G- §-10-12

Sunday

" Denied

I & Pemitted

Sunday thiough 5 aturday from 12 & to 12 &M

5. Select Grant remote access permission and click Edit Profile.

Connections to Microsoft Routing and Remol 21X

Settings

Specify the conditions that connection requests must match,

Policy gonditions:

Add. | Edi. Remave

If connection requests match the condiions specified in this policy, the
associated profile will be applied to the cannection.

CEdi Fiofle...

Unless individual access permissions are specified in the user profile, this
policy controls access to the network

If & connection request matches the specified conditions:
" Deny remaote access permission

(¥ Grant remote access permission

oK | Cancel | Apply |

6. Clear any dial-in constraints.

Authentication | Encryption | Advanced |
Dislin Constraints | P | Multlink

I™ Disconnect i idle for. 1 _,::l min.
™ Restrict marimum session to: 1 _lj min.

1 Restrict access b the following days and times:

Edit ...
™ Restrict Diakin to this number anly:

T Restrict Diakin media

CIFooI i’
I Tcken Ring

Owireless - IEEE 802,11

Owireless - Other

O Cable ;I

0K | Cemcel | s |
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7. Inthe IP tab, in the IP Address Assignment Policy area, select Client may request an
IP address.

X

Authentication | Encryption | Adwanced |
Diakin Coanstraints P | Wik

IP addess assignment [Framed{P-Address)

" Server seftings determine |P* address assignment
" Assign a static P address 0 0 0 0

IF an |P* address assignment method is specified in the user profile, it
overides these seftings.

i~ IP filter.

IF your remote sccass server is Microsalt Routing and Remats Acsess,
you can define the filters to apply during this connection

To canlral the packets thie interface receives. b s
click Input Filers 2

To conlrol the packels this interface sends, olick gyt Fitrs.
Dutput Filers =

[ ok | cacal |y |

8. Configure the Authentication tab to match the settings in the RRAS Security tab
(Authentication Methods). See page 20.

Edit Dial-in Profile alx|
Dialin Consiaints | IP | Multink |
Authentication Encryption | Advanced

Select the authentication methods you want to allow for this connection.

EAP Methods!

[¥ Microsot Encrypted duthentication version 2 (MS-CHAP v2)
¥ User can changs password after it has expired

¥ Microsoft Encrypted Authentication [MS-CHAP]
¥ User can changs password after it has espired [}5

W Encipted authentication [CHAP)

¥ Linencrpted suthentication [PAP. 5PAPT

Unauthenticated ace:

r Allow clients to connect without negotiating an authentication
method.

ok | cancel | ey |

9. Inthe Encryption tab, select all the options.

Edit Dial-in Profile alx|
Dialin Conshaints | [ | Multink |
Authentication Enciyption | Advanced

The following encryption levels are supported by servers nunning Microsoft
Routing and Remote Access. f you use a diferent remote access server,
make sure the encryption levels pou select are supported by that software,

IF Moo encryption is the only option selected. then users cannot connect by
using data encryption.

¥ Basic enciyplion [MPPE 40-bit]
¥ Stong enciyption [MPPE 58 bit]
¥ Stiongest enciyption (MPPE 128 bit]

F# Mo eneayptinrt

0K I Canecel Apply

10. Click OK.
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7 EDITING THE HOSTS FILE

Edit the HOSTS file at WINNT\System32\drivers\etc to reflect the new MCE IP, and then
reset the device. The host name that follows the IP address in the HOSTS file must be
identical to the entry for RCONAddress in the Print Console registry. In the examples that

follow, it is mce.

[CECT loix)

File Edit Format Help
# Copyright (c) 1963-1509 microsoft Corp. =
td

# This i5 a sample HOSTS file used by Microsoft TCR/IP for windows.

*
# This Tile contains the mappings of IP addresses to host names. Each
[ entry should be kept on an individual 1ine. The 1P address should

# be placed in the first column followed by the corresponding host name.
# The 1P address and the host name should ge separated by at least one
# space.

L

# ndd‘l:ionaﬂ* comments (such as these) may be inserted on fndividual
# Tines or following the machine name denoted by a '#° symbol.

#

4 For example:

*

# 102.54.054._ 97 rhing. acme. com # source server

# 38.25.63.10 X, acme. com # % client host
177.0.0.1 Tocalhost

1234567892 mce

Classes 2] [ mame Data
Chents. (5] e fouty REG 52 {valuse not set)
Crea (a8 minkath BLG_S2 D PrintConsobe’ bin
— ] HEG_SZ 21036
EilHeideihergGll  REG_DWORD BN {0)
(58] st aller RLG 52

Host name in HOSTS file is
mce

L1 Firmware
. ([T we_se e
L -
j PrinkConsob | 38| Taarget Drive REG_52 [
=4 vz | 25] TraceSetting REG_DWORD 0000004 {4)

3 | PrintSetup
] ProalSpot ColaurMap
] SesiCondig

T -
L2 4ILI_I

AL

To set up multiple server HOSTS files:

RCONAddress in Print Console
registry is mce
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Settings for Multiple MCE devices

Network
Server 1 Server 2 Server 3
MCE 1 MCE 2 MCE 3
I I I
IP Address 123.456.1.1~3 123.456.1.4~6 123.456.1.7~9
RCON Address MCE1 MCE2 MCE3

Three static IP addresses are assigned to each MCE device. The MCE should be given the
last of these addresses

Example: From the table above, for MCE 1, the address would be 123.456.1.3
For MCE 2, the address would be 123.456.1.6
For MCE 3, the address would be 123.456.1.9
For RCON address settings see Section 8, Testing the TCP/IP Connection, steps 5 and 6.

Restart the workstation.

8 TESTING THE TCP/IP CONNECTION

1. Open a DOS command window and type ping MCE. The following appears:
Pinging MCE [123.456.789.2] with 32 bytes of data:
Reply from 123.456.789.2: bytes=32 time=31ms TTL=255
Reply from 123.456.789.2: bytes=32 time=31ms TTL=255
Reply from 123.456.789.2: bytes=32 time=16ms TTL=255
Reply from 123.456.789.2: bytes=32 time=16ms TTL=255

Ping statistics for 123.456.789.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 16ms, Maximum = 31ms, Average = 23ms

2. Using the Service Shell client, search the messages sent by the device and confirm the
MCE has connected and got this address:
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CC NET: Restarting PPP Client Protocol
C HLT: HLT - Fairlure to Ping the workstation
C NET: Restarting PPP Client Protocol

C NET: PPP link is Up, IP Address: 123.456.789.2, Net
Mask:255.255.255.0, Gateway: 123.456.789.0

C HLT: Connection established between MCE and workstation

3. Select Remote Access Clients and confirm that MCEDevice has connected and
authenticated with the MCEDevice user name:

é Routing and Remote Access

=101

Ele Action Wiew Help

Al =IEREN =3

E_ Routing and Remote Access Remote Access Clients (1)
% Server Status |Isar Mame  © | Duration | Mumber of Ports |

Bl [a) DELL-FLOATER1 (lacal) B mCEDevice 71:35:35 1

- B Remote Access Clients (1)

B Ports

- B fppleTalk Routing

=2 IP Routing

B} General

B Static Rioutes

B} DHCP Relay fgent

- ﬂ IGMP %

[]--‘%? Remoke Access Policies

I:I--D Remake Access Logging

4. Start Print Console and verify that the MCE and the workstation are communicating. In
the Print Console Messages pane, look for the query commands sent by the workstation.
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5. Run regedit and verify that the value for RCONAddress is MCE.

&' Registry Editor

Registry Edit Yiew Favorites Help

=lolx|

({1 Development
£ DeviceConfig
{21 peviceMargins

-] Resolutions
-] DeviceMedium

{Z1 DeviceProofFormat
{Z11 GdapiConfiguration
{7 Install

-] KnownDeviceMedia
-1 D

{Z1 MediaConfig

- pPD

=-{1 PrintSetup

-{{] ProofSpotColourMap
-{{] ScsiConfig

DeviceMediaRange

B Spoolers =
K| 2 3

I Classes =] [Name Type | Data I
[I Clients (Default) REG_S2 {value not set)
I Creo i BinPath REG_S2 D:\PrintConsole’bin
Ccdi Build REG_S2 3.1.0.36
a i 7
“CI g“"EEV'FET“ [@#]HeidelbergGUl  REG_DWORD 0x00000000 {0}
a Fi:;:;::a o9 [3b]Installer REG_52 Creo
{2 LogManager Y RCONAddress REG_SZ mce
! [28) TargetDrive REG_S2Z D:
{1 PrintConsole
223 v2.0 3] Tracesetting REG_DWORD 0X00000004 (4)
-{{] Debug

My Camputer|HKEY_LOCAL_MACHINEVSOFTW ARE\CreolPrintConsaleiwz.0

A

6. For multiple MCE devices there must be an RCONAddress entry for each MCE device,
(MCEL, MCE2, and so on). Edit the registry as needed.

9 TROUBLESHOOTING

Note: You can use the log files to check for troubleshooting data.

9.1 Unable to Start ‘Routing and Remote Access Service’

Problem: Windows displays the error message The Routing and Remote Access
Service terminated with service-specific error 16389 asshown in

the “Event Log” error shown:

Event Properties

Event |

Date: B/27/2002  Sowce:  Service Control b anager + |
Category: Mone
Ewent [D: 7024

Time: 16:55
Type: Error
User HAA

LComputer: STTSERYER_C3

Description;

21X

_* |

emar 16389,

Data: %) Bytes £ Words

The Routing and Bemote Access service terminated with service-specific

-]

o]

Cancel |

Apply |
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This problem has two possible solutions:
Solution 1: Cannot create temp files for the following reasons.
1. Confirm the following system variables are correctly set up:
TEMP <systemdrive>:\WINNT\TEMP
TMP <systemdrive>:\WINNT\TEMP

2. The service usually runs in the local system account and tries to use

<systemdrive>:\WINNT\TEMP as the temp folder. In the NTFS permissions for this

folder, there has to be the user “SYSTEM”with full control permissions.

3. Give the “SERVICE” user full access permission to the
<systemdrive>:\WINNT\TEMP folder.

Solution 2: Internet information services (11S) has not been properly installed. When using
Windows 2000 Server, production ghosts the server and leaves the folder inetpub inside the
folder Folder-Inside-MUST-MOVE-2-EDRIVE in the system drive (D:) to be moved at a

later day. To resolve this problem, move this folder to the root of E: drive.

This problem has been found in Prinergy secondary servers.

BN Folder-Inside-MUST-MOYE-2-EDrive

File Edit Yiew Favorites Tools Help
4ack - =+ - 2] | Q@search | Frolders (BHistory | 15 B X ) | E-

Address [ ] D:\Falder-Inside-MUST-MOVE-2-EDrive |

Folders X || Mame * | Size | Type | Modified
[} Desktop Clinetpub File Folder 4/30/2001 1:01 PM
2 My Documen ts
{3 My Computer
G+ 31 Floppy (A:)
g BOOT (C3)
1§ System (D)
-1 CreoSupt
£ pell
{1 Documents and Settings
] Drivers
b=
-1 Microsoft UAM Yolume
-1 PrintConsole
-1 Program Files
{1 serviceshell
{1 Temp
{1 TestFiles
-] WINNT
52 pp on 'bldgl-a’ (E)
[J-% 21-0106A-A (H:)
[+ (3 Control Panel
(- EE My Network Places
A Recycle Bin
e Internet Explorer

T @b
[x

|1 object(s) (Disk fres space: 5.35 GB) [0bytes = My Computer 4

9.2 Routing and Remote Access Server Stops Authenticating Dial-

Up Networking Clients

Problem: Windows 2003, Windows 2000, NT, 98, 95 error messages:

e 619 The port was disconnected.
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e 645 Dial-Up Networking could not complete connection to the
server.

e 930 The authentication server did not respond to
authentication requests in a timely fashion.

This problem happens when the account you used to log on at the time you joined the domain
didn’t have administrator privileges on the Windows 2000 based domain.

Solution: You must register the RRAS server in Active Directory using an account that has
domain administrator permissions.

For Windows 2003- or 2000-based and Windows NT-based RRAS or RAS servers:

1. Log on to your computer with an account that has administrator privileges on the
Windows 2000 domain.

2. Launch the Active Directory Users and Computers MMC snap in and then double
click the domain name.

3. Double-click the Users folder and then double-click the RAS and IAS Servers
security group.

4. Select the Members tab.
5. Add the RRAS server to this group.
For Windows 2000-based RRAS servers:

1. Log on to the RRAS computer using an account that has domain administrator
privileges, type netsh ras add registeredserver atacommand line and
then press ENTER.

An alternate method to run a command with administrator privileges without being logged in
as an administrator.

1. Atacommand line on the RRAS computer, type runas / user:<domain
name>\<administrator name>"cmd”.

2. Type your password at the prompt; the computer will connect to the domain
controller and verify the credentials.

3. A command line will open with the message:

Cmd (running as domain name\administrator name)

4. Atacommand line, type netsh ras add registeredserver and then press
ENTER.
Windows will display one of the following messages:
Command s successful:

Registration completed successfully:
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Ras Server: RAS server name
Domain: domain name

Command 1s not successful:
Registration FAILED:
RAS Server: RAS server name

Domain: domain name The specified domain either does not
exist or could not be contacted

9.3 Device Does Not Connect and Cannot Ping the MCE
Problem: The workstation or the device does not connect.
Solution 1: Make sure that the workstation and device passwords match.

1. Because the password in the device does not display, the only way to be sure of what
itis is to change it: type TS>>net newpassword 1 CreolSpot.

2. Also change the workstation password for the MCEDevice account to CreolSpot.
3. Reset the device.
Note: The modem status light (TR) indicates the status:
On — modem is set up correctly

Off — modem is not set up correctly
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